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IHOJIOKEHHUE
00 opraHu3anyvy v NPoBeJIeHUU PadoT 1Mo o0ecreYeHuI0
0€30MaCHOCTH MEPCOHAIbHBIX JAHHBIX MPU UX
AaBTOMAaTHU3UPOBAHHOM 00padoTKe B MHPOPMALMOHHBIX

CHCTEMAX NMEPCOHAJBHBIX JAHHBIX B
MOAY «COILI Ne6»



Cnucok cokpameHuid 1 0003HAYECHH I
ABC — aHTHUBHUpYCHBIE CPECTBA
APM — aBToMaTtu3upoBaHHOE paboyee MeCTO
AC — aBTOMAaTU3UpPOBAHHAS CHUCTEMA
AC3U — aBTOMaTHU3upOBaHHAS CUCTEMA B 3AIIUIIECHHOM UCIOJIHEHUU
NCII/Iln — uadopmannonHas cucTemMa mepCoHaIbHBIX JaHHBIX
KON — kpunrtorpaduuecku onacHasa napopmanus
JIBC — noxkanbHasi BEBIYUCIUTEIbHAS CETh
M3 — MexceTeBOU 3KpaH
OC — omnepaluoHHasa cucTemMa
[IJlH — mepcoHanbHbIE JAHHBIE
I[IMB — nporpaMMHO-MaTe€MaTU4Y€CKOE BO3JIEMCTBUE
I[1O — mporpaMMHOe oOecrieueHue
[IDMUH — noGouHble 2JT€KTPOMATHUTHBIC U3JYUCHUS U HaBOJAKHU
CA3 — cucrtema aHanu3a 3alUIIEHHOCTH
C3U — cpenacTBa 3amuUThl UHPOpMAIUHU
C3I1In — cucteMa (mojacucTeMa) 3allUThl IEPCOHAIBHBIX JTAHHBIX
CK3U — cpeactBa kpunrorpaduueckoi 3amuThl HHGOPMAILIUH
COB — cucteMa oOHapyXeHHUSI BTOP>KEHUU
TC — TeXHHUYECKOE CPEeNCTBO
VYBIIJIlH — yrpo3sl 6€30MaCHOCTH NEePCOHAIBLHBIX JTAHHBIX

1. O6mme mo10KeHUS

1.1. Tlomoxenue 00 opraHM3allMd W TPOBEACHUIO PabOT MO OOECIEeYECHUIO
0€30MacHOCTH TEPCOHANIBHBIX JIaHHBIX TMPU HX aBTOMAaTHU3HPOBAHHON 00pabOTKe B
MH()OPMAIIMOHHBIX CHCTEMaxX TMEepPCOHAIBbHBIX MaHHBIX (mamee — IlomoskeHue)
pa3zpabotano B cooTBeTcTBUU ¢ DenepanbHbiM 3akoHOM Poccuiickoit denepanyu OT
27.07.2006 Ne 152-®3 «O nepcoHanbHBIX JaHHBIX», [locTanoBieHueM [IpaBuTenbcTBa
Poccuiickori ®@eaepannu ot 01.11.2012 No 1119 «O6 yTBepxkaeHUN TpeOOBaHUN K
3allUTe TMEPCOHAIBHBIX JAHHBIX NMPU MX 00paboTKe B HMHQPOPMAIMOHHBIX CHUCTEMax
MEPCOHATBHBIX JaHHBIX», MeToanueckuMu pexoMeHaanusimMu @CTIK Poccun nu @Ch
Poccun B mensx oOecriedyeHus: O€30MACHOCTH MMEPCOHANBHBIX JAHHBIX MpPU HX
00paboTke B MH(QOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JIAaHHBIX.

1.2. Tlonoxenue omnpenenser nopsaok padotel nepcoHana MCIIAH B yacTu
oOecrieuenus Oe3zonacHocty II/IH mpu ux o00paboTke, MOPANOK pazOupaTenbcTBa U
COCTABJICHMSI 3aKJIIOUCHUN MO (paKTaM HECOONIOACHUS YCIOBUN XpaHEHUsI HOCUTENEH
MePCOHATBLHBIX JIAHHBIX, UCTIOJIb30BAHUSI CPEJICTB 3alIUThl HHPOpPMAIUU, Pa3padOTKy U
MPUHATHE MEp MO MPEAOTBPAIICHUIO BO3MOXKHBIX OMNACHBIX MOCHEACTBUM TaKUX
HapyIIEeHUH, MOPSAOK MPUOCTAHOBKHU mpeaoctaBienus [/l B ciydae oOHapyxkeHUs
HapyIIEHWH TIOpsAKAa WX TMPEJOCTABICHUS, TOPSIOK OOy4YeHHS MepcoHaia MpaKTHUKE
pa6otel B UCII/IH, mopsaoK MPOBEPKHU SIAEKTPOHHOTO XypHaia obpamenuiit k UCII/IH,
MOPSIIOK ~ KOHTPOJST  COOJIFOACHHS  YCJIOBUM  HMCIOJIb30BaHUSI  CPEACTB  3aIUTHI
uH(pOpMaIUH, MPETyCMOTPEHHBIC AKCILTYaTAIIHOHHON M TEXHUYECKOW TOKyMEHTAITUEH,
npaBuiia OOHOBJICHHS OOIIECUCTEMHOTO M MPUKIIATHOTO MPOTPAMMHOI0 0OecreueHus,
MpaBujia OpraHu3alliid aHTUBUPYCHOM 3a1IuThl ¥ mapoibHoM 3amuTel UCII/H, mopsiaok
OXpaHbl U JOIyCKa MOCTOPOHHUX JIUILL B MPEAEIIbl TPAHULIBI KOHTPOIUPYEMOI 30HBI.

1.3. Tlpu obGecneyenun Oe3omacHocTH TepcoHanbHBIX AaHHbIX B MCIIH C
UCIOJIb30BAaHUEM KPUNTOTrPAPUUECKUX CPEACTB 3alIUThl HHHOPMALIMKU BCE COTPYIHUKHU



o0pa3oBaTeNnbHON OpraHu3aluy 005S3aHbl BBINOIHATH TpeOoBaHus mnpukaza DCh
Poccun ot 21.02.2008 Ne 149/6/6-622 «TumnoBbsie TpeOOBaHUS IO OpraHU3AIUU U
obecrieyeHU0 (PYHKIIMOHUPOBAHUS MIUGPOBAIBHBIX (KpUNTOrpapuUIecKux) CpeAcTB,
NpelHa3HAYeHHBIX JUIs  3alluThl  HMH(QOpMallMM, HE CcoJep)Kallle CBEJICHUM,
COCTABJISIIOLIMX TOCYJIapCTBEHHYIO TailHy, B Cllyda€ UX UCIOJIb30BaHUS IS
oOecrieueHuss 0O€30MACHOCTH MEPCOHANBHBIX JIAHHBIX TIpu UX 00paboTke B
MH()OPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX).

2. Hopsinoxk padorsl mepconasa MHCIIIlHn B yactm oOecrnedeHust
o0esonacnoctu I/l npu ux odpadorke B UCIIIH

2.1. Jlomyck momnbp3oBateneil s pabotel Ha kommbiorepax MCIIIH
OCYILECTBIISIETC HA OCHOBAaHMM IIPUKA3a, KOTOPBIM M3MAETCA PYKOBOJIHUTEIIEM
o01eo0pa3oBaTeNbHONM  OpraHW3allii, WU B COOTBETCTBUM CO CIIMCKOM JIHII,
nonyieHHbix k pabore B MCII[AH. C nenpio obecrieueHuss OTBETCTBEHHOCTH 3a
BEJICHHE, HOPMabHOE (YHKIIMOHUPOBAHHE M KOHTPOJb pPabOThl CPEACTB 3allUThI
undopmaruu B UCIIJIH pykoBoauTenem o0Opa3oBaTelbHON OpraHu3aleil Ha3HavyaeTcs
aJIMMUHUCTpATOp O€30MaCHOCTH C II€JIbI0 KOHTPOJISI BBINOJHEHUS HEOOXOAMMBIX
MEpOIPUATH MO  oOecrneyeHu0 Oe30IacHOCTH  OTBETCTBEHHBIM 3a  3allUTy
uHpopmaIuu.

2.2. Tlonp3oBaTenb WMEET TMPaBO B OTBEASHHOE €My BpeMs peIiaTth
MOCTABJICHHBIE 33/1a4l B COOTBETCTBUU C MOJHOMOUYMSAMHU AocTyna K pecypcam MCIT/IH.
[TomHOMOUMS TOJNB30BaTENEH (POJM MOJb30BaTeNel) K MHGOPMAIMOHHBIM pecypcam
ONPENENSIOTCA B MaTPULIE JOCTYIA, YTBEPKIAEMON PYKOBOJIUTENEM 00pa30BaTEeIbHON
opranuzauuu. [Ipu 3Tom it Xpanenus uHpopmannu, conepsxamei [1/{H, pazpemaercs
MCIIOJIb30BaTh TOJILKO MAalIMHHBIE HOCUTENU MH(OpMAIMU, YUTEHHBIE B KypHaJe yuyéra
MAIIIMHHBIX HOCUTEIIEH.

2.3. Ilonwp3oBarenb HECET OTBETCTBEHHOCTh 3a MPaBUIILHOCTH BKIIOYCHHUS U
BBIKJIFOYEHUS CpeACcTB BbluuciautenbHol TexHuku (CBT), Bxoma B cuctemy U Bce
nevictBusg ripu padote B UCII/IH.

2.4. Bxon mosb30BaTeNs B CUCTEMY MOXET OCYIIECTBIISITHCS TIO BBIITABAEMOMY
€My DJIEKTPOHHOMY UAEHTU(HUKATOPY UITH IO MIEPCOHATBHOMY TapOJIIO.

2.5. 3amuck undopmarnuu, coaepxaiert [1J[H, ocymecTBisercs moib30BareieM
Ha CBEMHBIE MAUIMHHBIE HOCUTENW WH(OPMAIMU, COOTBETCTBYIOIIUM 00pa3zom
YUYTEHHBIE B )KypHaJle Y4ETa MAaIMHHBIX HOCUTENEH.

2.6. Ilpu pabore cO CHEMHBIMU MAIIMHHBIMH HOCHUTEIIAIMH HH(POpMaLIUU
MOJIb30BaTENNb KaXIbIM pa3 meped HaydaioM paboThl 00si3aH MPOBEPUTH HMX Ha
OTCYTCTBHE BHPYCOB C HCIIOJb30BAHUEM IITATHBIX AHTUBUPYCHBIX MPOTpaMM,
ycTaHoBieHHbIX Ha kommbiorepax HMCIIIn. B cayuae oOHapyxeHHsI BUPYCOB
MOJIb30BaTEIh  O0S3aH  HEMENJICHHO TMPEKPAaTUTh HCIOJB30BAHUE 3apaKECHHBIX
HOCHUTEJICH U JIEHCTBOBATh B COOTBETCTBUU C TpeOOBaHUAMHU JaHHOTO [losoxkeHus.

2.7. Kaxnaplii COTpyIHUK, YYaCTBYIOIIMK B pamMKax CBOMX (DYHKIIMOHATBHBIX
00s13aHHOCTEH B MpoOIeccax aBTOMATU3UPOBaHHOW 00paboTku [1/IH u mMmeroruii 1ocTym
K amnmapaTHbIM CpPeICTBaM, MporpaMMHOMY oOecriedeHuto u gaHubiM WMCIIJIH, Hecér
NEPCOHANBHYIO OTBETCTBEHHOCThH 3@ CBOU JACUCTBUS U 00s3aH:

— CTporo coOJoaTh yCTAaHOBJICHHBIE MpaBWiIa oOOecredeHus: Oe30MmacHOCTH
uH(popMaIu npu padboTe ¢ IPOrpaMMHBIMU U TexHu4YeckuMu cpeactamu UCII/H;

— 3HaTh W CTPOrO BBIMOJHATH IMpaBujia PabOThl CO CPEACTBAMHU 3AIlUTHI
uH}opMaim, ycTaHOBJICHHBIMU Ha KoMmnbioTepax UCIIH;



— XpaHWTh B TaliHEe CBOM mapotib (maposm). B coorBercTBumM ¢ m.m. 8.5., 8.6.
nanHoro IlonokeHHst U € YCTaHOBJIEHHOW MEPUOJAMYHOCTHIO MEHATh CBOW Mapojb
(mapoin);

— XpaHUTh YCTAHOBJICHHBIM TMOPSIAKOM CBOE€ WHAMBUAYAJIbHOE YCTPOMCTBO
uaeHTUPUKaIMK (KIH04) U APyrUe PEKBU3UTHI B ceiide (MeTamndeckoM mkady);

—  BBINOJHATH TPEOOBAHUS MO OpPraHU3allMi aHTUBUPYCHOM 3aIIUTHI B MOJTHOM
00BEME.

HemenneHHo u3BECTUTh OTBETCTBEHHOTO 3a 3amuTy HHpoOpMammu u (WIIH)
aJIMMHHCTpaTOpa MH()OPMALIMOHHOW 0€30MacHOCTH B CIIy4ae yTepu WHIANBUAYAIBHOTO
ycTpoiictBa wuneHTudukanuu (kimo4a, rutoken W T.0.) WIM TOpU  [OJAO03PEHHUH
KOMITPOMETAIMY JINYHBIX KIIFOUEW U MapoJieH, a TAKkKe NpyU OOHAPYKEHHUHU:

—  HApYIICHHWH IETOCTHOCTH TUIOMO (HaKJIeeK, HApyIICHUH I HECOOTBETCTBHUU
HOMEpPOB TMeuyarei) Ha cocTaBisomux y3nax U Onokax CBT wiu usbIX (hakTOB
COBEPILIEHHS B €r0 OTCYTCTBUE IOIBITOK HECAHKIMOHUPOBAHHOIO AOCTyna (nauee -
HCJI) x nannbim 3anmumiaembiv CBT;

— HECAaHKUHMOHHPOBAaHHBIX (TIPOM3BEAEHHBIX C HAPYUICHUEM YCTAHOBJIEHHOI'O
Mopsiika) W3MEHEHUN B KOHPUTYpallud MPOrPaMMHBIX WM amnnapaTHbIX CPEACTB
NCII/H;

— OTKJIOHEHUW B HOpPMajJbHOM pabOTe€ CHUCTEMHBIX M  MPUKIAIHBIX
IIPOTPAMMHBIX CPEJICTB, 3aTpyAHSAOMMX dKciuryaranuio CBT, BeIxoma u3 ctpos wWin
HEyCTOWYMBOTO (QyHKIMOHUpoBaHus y3i10B CBT wnu nepudepuilHbIXx yCcTpOMCTB
(ckaHepa, MpUHTEpa U T.I1.), @ TAKXKE NMepe00eB B CUCTEME IJIEKTPOCHAOKEHUS,;

— HEKOPPEKTHOIO0 (PYHKUMOHUPOBAHMS YCTAHOBIEHHBIX HAa KOMIBIOTEPHI
TEXHUYECKUX CPEJICTB 3AILUTHI;

— HENpeayCMOTPEHHBIX OTBOJOB Kabesel U MOJKIIOYEHHBIX YCTPOMCTB.

[Tosp30BaTENIO KATETOPUYECKH 3aIIPEILACTCS:

— HCIOJIb30BaTh KOMIIOHEHTHI MPOrPaMMHOTO M amapaTHOro 0OecredYeHUs
IT9BM B HecnyXeOHBIX IETISX;

— CaMOBOJIbHO BHOCHUTbH KaKHE-JIMOO M3MEHEHUsI B KOHPUTYPALUIO anmapaTHO-
nporpammubix cpeactB  UCII[IH wnm  ycraHaBiaWBaTh  JOTOJHUTEIBHO JIFOOBIE
IIpOrpaMMHBIE M allapaTHblE  CPEACcTBa, HE  IMPEAYCMOTPEHHBIE  APXUBOM
JUCTPUOYTUBOB YCTAHOBJIEHHOTO MPOTrPAMMHOI0 00ECIICUEHHUS;

— ocyuecTBiATh 00paboTrky IIJ[H B mNpUCYTCTBUM MOCTOPOHHUX (HE
JOMYIIEHHBIX K IAHHOW UH(pOPMAITUH ) JTHII;

— 3aIUChIBaTh UM XPAHUTh KOH(PUIACHIUATbHYIO HHGOpPMAIUIO (COAEpPKAIIYIO
CBEJICHUSI OTPAHWYEHHOTO PACIPOCTPAHEHHUS) Ha HEYUYTCHHBIX MAIIMHHBIX HOCHUTENSX
uHpopmanuu (rHOKMX MarHUTHBIX AUCKAX U T.I1.);

— OCTaBJISAITb BKJIIOYEHHBIM 0€3 MPUCMOTPAa KOMIBIOTEP, HE aKTUBU3HPOBAB
cpenctBa 3ammThl 0T HCJI (BpeMeHHyI0 OJIOKUPOBKY 9KpaHa U KJIaBHATYPHI);

— OCTaBIATH 0€3 JIMYHOTO MPHUCMOTpa Ha pabodyemM MecTe WM rie Obl TO HH
ObUIO CBOE NEPCOHAIBHOE YCTPOMCTBO HACHTU(UKALMM, MAIIWHHBIE HOCHUTEIH U
pacreyaTky, cojAep)Kallue 3allydiiaeMylo HHGPOpMaIUio (CBEIEHUS OTPaHUYEHHOTO
pacrpoCTpaHeHus);

— YMBIIUIEHHO HCIOJIb30BaTh HEJOKYMEHTUPOBAHHBIE CBOMCTBA W OMIMOKH B
IpOrpaMMHOM OOECMEYeHUH WM B HACTPOMKAX CPEACTB 3aIUThl, KOTOPbIE MOTYT
NPUBECTH K BOSHUKHOBEHHUIO KPU3UCHOM CUTYallUU;

— pasmemiarh cpeactBa MCII/H Tak, 4ToObI ¢ HE CYIIECTBOBAIO BO3ZMOXKHOCTH
BU3YaJIbHOTO CYUTHIBAHUS UH(POPMALIUH.



2.8.  AnmunucTtpatop 6e€30macHOCTH (OTBETCTBEHHBINM 3a 3alUTy UH(POpPMAIUH)
00s13aH:

— 3HaTh COCTAB OCHOBHBIX M BCIIOMOTATEJbHBIX TEXHUYECKUX CUCTEM, U CPEJICTB
(manee — OTCC u BTCC) ycranoBnenubix 1 cmoHTupoBaHHbiX B MCII/IH, nepeyeHn
UCIIOJIb3yeMOoro nporpaMmmuoro ooecneuenus (nanee — [10) 8 UCI1/H;

— KOHTPOJUPOBATh IIEJIOCTHOCTh TMedaTedl (MmiIomMO0, 3alUTHBIX HAaKIEEeK) Ha
nepudepuitnom 06opyaoBanuy, 3anuimeHusix CBT u apyrux yctpoiicTBax;

— TPOU3BOJNUTH HEOOXOIMMBIC HACTPONKU TOJCHUCTEMBI YIPABJICHHS JOCTYIIOM,
yctanoBieHHbix B MCII[ln C31M or HCJI u compoBoxkaarh HX B TIpoliecce
AKCIUTyaTallu, IPU 3TOM:

— peaJn30BbIBATH MOJHOMOYMS JOCTyna (YTEHUE, 3aluch) ISl KaXaA0ro
MOJIb30BATENs] K DJIEMEHTaM 3allliliaeMblX WHGOPMAIMOHHBIX pecypcoB ((aiimam,
KaTajoram, MpuHTEPY U T.11.);

— BBOJUTH ommcaHus nonb3oBareneit UCIIAx B nundpopmarmonnyrw 6azy C3U1U
ot HC/I;

— CBOEBPEMEHHO YJaJsTh OMMCAaHUS ToJib3oBaTenel u3 6a3pl JanHbix C3U mpu
M3MEHEHUH CIHCKa JOMYIICHHBIX K paboTe JIHII,

— CBOEBPEMEHHO BHOCUTb M3MEHEHHUSI W JONOJHEHUS B CIHUCOK COTPYIHUKOB,
nonyiieHHbIX K padote B UCTIH;

— TPOBOJUTH MHCTPYKTAX COTPYIHHUKOB — IOJb30BATEICH KOMIIBIOTEPOB IO
npaBwjiaM pabOThl C UCHOJIb3YEMbIMM TEXHUYECKUMHU CPEICTBAMU M CHUCTEMaMU
3aIIUTHl THPOPMALIHH;

— KOHTpOJIMPOBaTh CBOEBPEMEHHOE (HE peke 4eM OJuH pa3 B TeueHue 360
JHEN) TpOBEIEHUE CMEHBI Maposiell AJid JTOCTyINa MOJIb30BaTelied K KOMIIbIOTEPaM M
pecypcam UCIT/IH;

— ob0ecrieynBaTh  TOCTOSIHHBIM ~ KOHTPOJIb  BBIMOJHEHUS  COTPYIHUKAMHU
YCTAaHOBJICHHOTO  KOMIUIEKCA MEPONPUATHA 1O  oOecrneueHuro 0e30macHOCTH
undopmaruu B UCI1H;

— OCYILIECTBJISITh KOHTPOJIb TOpSIAKA CO3JaHUs, Yy4yeTa, XpaHEHus WU
WCIIOJIb30BaHUS PE3EPBHBIX U APXUBHBIX KOIUIM MacCUBOB JaHHBIX;

— HACTpauBaTh U CONPOBOXKIAThH MOJCHUCTEMBI PETHCTPALIMHU U y4eTa JACHCTBUIM
nosib3oBatenet nmpu padore B UCII/IH;

— BBOAMTH B 0a3y AaHHbIX C3M OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIA OMUCAHUS
COOBITUM, MOJJICKAIINX PETUCTPAILIMUA B CUCTEMHOM KypHaJe;

— TPOBOJUTH aAHAJIM3 CHUCTEMHOTO JKypHajga Il BBISIBJCHUS IOMBITOK
HECAaHKIIMOHUPOBAHHOTO JIOCTYMa K 3allMIIAEMbIM PECypcam;

— OpraHuM3O0BBIBaTH IeuaTh (HailioB TMOJb30BaTEe Ha TPUHTEpE U
OCYUIECTBJISATh KOHTPOJIb COOJIIOJIGHUS YCTAHOBJIEHHBIX TIPaBWJI U [apaMeTpoB
perucTpaniid W ydera OyMaxHbBIX HocutTened wuHdopmanuu. CompoBOXIaTh
MoJICHCTeMbI obecrieuenus nenoctTHoctu nadopmaruu B UCTIH;

— mnepuoandecku tectupoBaTh (yHkiuu C3U ot HCJI, ocobenHo mpwu
W3MEHECHUH MPOTPAMMHOM CPEABI U MMOJTHOMOYUN UCIIOJTHUTEIICH;

— BOCCTaHaBJIMBAaTh MPOTPAaMMHYIO Cpedy, MpPOrpaMMHBIE CpeICTBAa U
Hactpoiiku C3U mipu cOosx;

— BecTH ABe konuu nporpammuseix cpeactB C3U ot HC/I n koHTposmpoBaTh UX
PaboTOCTIOCOOHOCTS;

— KOHTPOJIMPOBATh OTCYTCTBHE HAa MArHUTHBIX HOCHUTENSAX OCTAaTOYHOMN
uH(pOpMaIMKU IO OKOHYaHUH pabOThI MOJIb30BATENEH;



— TIEPUOJMYECKH OOHOBJIATH AHTUBUPYCHBIE cpenacTtBa (0a3bl  JaHHBIX),
KOHTPOJUPOBATh COOJIOJIEHUE TOJIb30BATESIMU TIOPAJIOK U TpaBUJia TMPOBEACHHUS
AHTUBUPYCHOT'O TECTUPOBAHUS;

— TMPOBOAWUTH pabOTy MO BBISIBJICHUIO BO3MOXKHBIX KaHAJIOB BMEIIATENIHCTBA B
npouecc (yukuonupoBanus WCII[H u ocymiecTBieHUs HECAaHKIIMOHWPOBAHHOTO
70cTyna K MHQOpMallMy U TEXHUUYECKUM CPEJICTBAM BBIYUCIUTEIILHON TEXHUKU;

— CONPOBOXJATh TMOJICUCTEMY 3alIUThl WH(GOPMALMKU OT YTEYKH 32 CYET
MOOOYHBIX 3JIEKTPOMArHUTHBIX M3JIYyYEHUH W HABOJOK, KOHTPOJIHMPOBATH COOJIIOJECHUE
TpeOOBaHUI MO Pa3MENICHUIO U UCII0JIb30BaHUIO TexHnueckux cpencts UCIIH;

— KOHTPOJIMPOBaTh COOTBETCTBUE JTOKYMEHTAJIbHO YTBEPX IAEHHOIO COCTaBa
anmapatHoii u mporpamMuoit yactu WCII/In peanbubiM koHpurypamusm MCIIH,
BECTH Y4YEeT U3MEHEHHI anmnapaTHO-MPOrPaMMHON KOH(PUTYpaLINK;

— o0ecneynBaTh CTPOrO€ BBIIIOJIHEHHE TpPeOOBaHUM MO 00ECIeueHHUIo
6e3onacHocTH MHGOPMAIIMK TMPU OpTraHu3aluu TexHudeckoro oocmyxkuanuss UCIIH
M OTIpaBKE €ro B PEMOHT (KOHTPOJUPOBATh 3aTHUpaHHE KOH(DUICHIUATBLHON
nH(}OpMAIMU HA MATHUTHBIX HOCUTENISX C COCTABJICHUEM COOTBETCTBYIOIIETO aKTa);

— TPUCYTCTBOBaTh (y4yacTBOBaTh) B paboTax IO BHECEHUIO H3MEHEHHH B
anmapaTHo-Tmiporpammuyto KoHpurypanuto UCIT/IH;

— Bectn «KypHan yuéra HewratHbix curyaunit WCII/IH, BbINOJHEHHUS
NpOPUIAKTHYECKUX PAOOT, YCTAHOBKM M MOJU(PHUKAUMKA NPOrPaMMHBIX CPEACTB Ha
kommnerotepax UCITn»;

— MOJJEpPKMBATh YCTAHOBIIEHHBI MOPSJOK MPOBENCHHUS AHTUBUPYCHOTO
KOHTPOJISI COIIACHO TpeboBaHUsAM Hactosiulero [lonoxkeHuid B ciayyae oTKas3a CpeicTB U
CUCTEM 3aIUThl HHPOPMALIMK TPUHUMATH MEPHI IO UX BOCCTAHOBJIEHUIO;

— JIOKJIaJbIBaTh OTBETCTBEHHOMY 3a 3aIUTy MH(POPMALUHU, OTBETCTBEHHOMY 3a
skcruryaranuto UCII/IH o HempaBOMEpHBIX JEUCTBUSAX MOJIb30BATENEH, MPUBOASIINX K
HapyIIEHUIO TPEOOBAHMI MO 3amuTe HHHOPMAITUH;

— Bectn gokyMeHrtaruioo Ha MCIIIlH B cooTBeTcTBMM ¢ TpeOOBaHUAMH
HOPMAaTUBHBIX JOKYMEHTOB.

2.9. AnMunmcTpaTop 0€30MACHOCTH U OTBETCTBEHHBIN 32 3aIUTy WH(OpMAIuu
MMEIOT MPaBo:

— TpeboBaTh OT cOTpyAHUKOB — modb3oBarened MCII[In — coGmrogeHus
YCTaHOBJICHHOW TE€XHOJIOTMH 00pabOTKH MH(POPMALMKM U BBIIOJHEHUS MHCTPYKUUN IO
oOecrneueHuto Oe3onacHocTu U 3aumute nHpopmarmu B UCIT/IH;

— WHUIMUPOBATH MPOBEJACHHE CIYKEOHBIX paccieloBaHMM 1o  ¢akTam
HapyllIeHus YCTaHOBJICHHBIX TpeOOBaHMI oOecrieuyeHus 3aIlUTHI,
HECAHKIIMOHUPOBAHHOTO JOCTYMa, yTpaTbl, MOAU(DHUKALMU, TOPYM 3alIMIIAEMON
uHpopmanuu u Texunyeckux komrnoneHtoB MCIT/IH;

— TpeboBaTh TpekpaimieHus oO0paboTku uH(OpMAIMKM B Clydyae HapyIICHUS
YCTAaHOBJICHHOTO TIOpSAKAa paOOT WM HapylieHUs (PYHKIIMOHUPOBAHUS CPEICTB U
CUCTEM 3aIUThI UHPOPMAITUH;

— y4acTBOBATh B aHAJIM3€ CUTYyAIUH, Kacalomuxcs QyHKIIMOHUPOBAHUS CPE/ICTB
3amuThl THGOPMAIIMK U PACCiIeIOBaHUs (PAKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3. Iopsinok pe3epBHUPOBAHMS U BOCCTAHOBJIEHHSI PadOTOCMOCOOHOCTH
TEeXHHUYECKHX CPeICTB M MPOrpaMMHOI0 odecredeHusi, 0a3 JaHHbBIX, 3aIMIIAeMOH
HH(pOPMAILMU U CPECTB 3aIUTHI HHPOPMALUHU

[Topsinok pe3epBUpPOBaHUS U BOCCTAHOBJIEHUSI pa0OTOCIIOCOOHOCTH TEXHUYECKHUX
CpeICTB M IporpamMmHoro oOecrieueHus, 6a3 nanubix U C3U ompenenser nencraus,



cBsa3aHHble ¢ (QyHkuuonupoBanuemM WMCIIJIH, Mepsl U cpeacTBa mMojaJepKaHUs
HENPEPBIBHOCTH pabOThI M BOCcCTaHOBJIeHUs paboTocriocoOnocty UCTI/IH.

[lenbto HacTosileTO MOOKyMeHTa sBisieTca 3amura sjaemeHToB HMCII[H ot
peIoTBpalIeHHs MOTEPH 3alUIaeMoil HHPOpPMaIIUU.

3amaun:

— ompeaeneHne Mep 3allluThl OT MOTepU UH(POpMAIUU;
— OoIpeneneHue NeHCTBUI BOCCTAHOBIICHUS B CIIy4ae MOTepU MHPOPMAITUH.

[erictBue Hacrosmero llonoxeHns pacnpocTpaHsAeTcs Ha BCEX IOJIb30BATENIEU
oOpa3oBarenpHONl oOpranuzanuu, uMmerommx gocryn k pecypcam HCIIIH, a Takxke
OCHOBHBIM CHCTEMaM O0O€CleYeHHs] HENPEepbhIBHOCTH pPabOThl U BOCCTAHOBJICHHS
PECYpCOB IIPU BOZHUKHOBEHUH aBAPUUHBIX CUTyallid, B TOM YHUCJIE:

— CHCTEMBI JKU3HE00EeCIIeUEH NS,

— CHCTEMBbI 00eCIIeYeHHs] 0TKa30yCTOMYUBOCTH;

— CHCTEMBI PE3€pBHOI0O KONIMPOBAHUS U XPAaHECHHUSI 1aHHBIX;
— CHCTEMBbI KOHTPOJISl (PU3UYECKOTO IOCTYyIIA.

[TepecMOTp HacTOSILIErO TOKYMEHTA OCYLIECTBIISIETCS 110 MEpe HEOOXOAUMOCTH,
HO HE PeKe OJTHOI0 pasa B JBa roja.

OTBETCTBEHHBIM PAOOTHUKOM 3a pearMpoBaHUE HAa MHUUACHTHI OE€30MACHOCTH,
OpUBOJAIIME K IOTEepe 3alMiiaeMoil HMH(OpManuu, W 3a KOHTPOJb OOecnedeHus
MEpONPUATHA MO0 MPEJOTBPALICHUIO HHIHUJACHTOB O€30MaCHOCTH, MPUBOASIIUX K
MoTepe 3aiuiinaeMoi nHpopmaIuu, BIsieTcs: AIMUHUCTPATOP OE30MACHOCTH.

[IpoucuiectBue, cBsizaHHOE €O cOoeM B (pyHKIIMOHHpoBaHuHU 3nemenToB UCII/H,
npenocrasisieMblx  nonb3oBaressiMm - MCII/IH, a Takke DOTEped 3alinIaeMou
nndopmaruu (nanee — MHIUACHT), MOXKET MPOU30UTH B Pe3yibTaTe:

— HENpEeAHAMEPEHHBIX AEHUCTBUM MOJb30BATEIEH.

— TPEIHAMEPEHHBIX JCUCTBUM MOJIb30BATEIEH U TPETHUX JIULL.

— HapyLICHHs IpaBui KCIuTyaTaunu Texuuaeckux cpeacts UCI/IH.

— BO3HUKHOBEHHS BHEIITATHBIX CUTYallUd U OOCTOSITEIHCTB HEMPEOJOTUMON
CUJIBL.

Bce pgeiictBus B mpouecce  pearupoBaHuss Ha  MIHIMAEHT  JOJDKHBI
JOKYMEHTUPOBAThCSI OTBETCTBEHHBIM 3a pearupoBaHue paboTHUKOM B «KypHaie yueTa
HEILUTATHBIX CUTYaIUii»

B kpaTuaiiiine cpoku, He IPEBBILIAIOIINE OJJHOTO PA00YEro JIHs, OTBETCTBEHHbIE
3a pearupoBaHHe paOOTHUKUA OOpa30BaTENIbHOW OpPraHU3aluu MPEANPUHUMAIOT MEpPbI
M0 BOCCTAHOBJIEHUIO paboTocnocodbHocTu. [IpennpuHumMaeMbie MephI 10 BO3MOKHOCTH
COrJIaCYIOTCSl C BBILIECTOSIIMM PYKOBOJCTBOM. [I0 HEOOXOIUMOCTH, UEPAPXUS MOKET
ObITh HApYILIEHA, C LIEJbIO MOJYyYEeHHs] BbICOKOKBATU(UIUPOBAHHON KOHCYJbTAIIMU B
KpaT4yaulliue CpOKHU.

Bce kputnuHble momenieHus 00pa3oBaTeIbHOW OpraHu3auuu (IIOMEIIEHUs, B
KOTOpbIX pazmerniarotcs nemeHTsl UCIIJIH u cpeacTBa 3amiuThl) P HEOOXOIUMOCTH
JIOJDKHBI ~ OBITb  OOOpYIOBaHBl  CPEACTBAMHM  IOKAapHOM  CHUTHAJIM3ALUUA U
MIOKaPOTYLIEHHUS.

Jlst BeIMOSTHEHUS TpeOOBaHUM 1O IKCILTyaTaluu (TeMIeparypa, OTHOCUTEIIbHAS
BJIAKHOCTb BO3/1yXa) MporpaMmmHo-anmnapaTHbeix cpeAactB MCII[IH B moMelieHusx, rie
OHM  YCTAHOBJICHBI,  JIOJDKHbI ~ TPUMEHSTHCA  CUCTEMbl  BEHTWIALMH U
KOHJIMLIMOHUPOBAHUS BO3/1yXa.

Jlns npenoTBpalleHus morepb HHGOPMAIMKU NpU KPATKOBPEMEHHOM OTKIFOUEHHUH
aneKTpodHeprun Bce kitoueBble anemeHTbl MCII/IH, cereBoe M KOMMYHHMKallMOHHOE
o0opy0oBaHuE, a TaKkKe HauboJiee KpUTHUUHBIE paboYre CTAaHIIMK MOTYT MOJIKJIIOYAThCS



K CETH DJIEKTPONUTAHUSI Yepe3 MCTOUHMKHU OecniepeOoiHOro nuranusd. B 3aBucumocTu
OT HEOoOXOJMMOIro BpEMEHU paboThl PECypcoB TMOCHe TMOTEPH MUTAHUS MOTYT
OPUMEHSTBCS CIAEAYIOIIME METOIbI PE3EPBHOIO JIEKTPOIUTAHUS:

— JIOKaJbHbIE HMCTOYHUKH OecrnepeOOHOro H3JIEKTPONUTAHUS C Pa3IMYHBIM
BPEMEHEM MUTAHUS JJI 3a1UThI OTJIEIbHBIX KOMIIBIOTEPOB;

— HMCTOYHUKHU OecriepeOOMHOro MUTAHUS C JOTOJHUTEIBHON (PYHKIIMEH 3a1UThI
OT CKaYKOB HaIPsIKEHUS,

— JyOJIMpOBaHHBIE CHUCTEMBI JJIEKTPOIMTAHHUS B YCTpPOMCTBaxX (CepBEpHI,
KOHLIEHTPATOPbl, MOCTHI H T. 1.);

— pE3€pBHBIC JUHUHU JJIEKTPOIUTAHUS B IIpeAeIax KOMIUIEKCA 30aHNN;

— aBapUUHBIC DJIEKTPOrE€HEPATOPBI.

Cuctembl o0ecriedeHns! 0TKa30yCTONYMBOCTH BKIIOYAIOT TEXHOJIOTUU:

— KJIacTepu3aluu;

—  HU30BITOYHBIX MACCUBOB HE3aBUCUMBIX KECTKUX AUCKOB RAID.

st oGecrieyeHust 0TKa30yCTOMUUBOCTU KpUTUUHBIX KomrnioHeHToB UCIIH npu
cboe B pabore 00OpYyIOBaHUS U UX aBTOMATHUECKON 3aMEHbl 0€3 MPOCTOEB JIOJIKHBI
HCIIOJIb30BaThCd METO/bI KJIaCTepU3alui. MOTyT UCIIOJIB30BATHCS CIEIYIOIIHAE METOBI
KJacTepuszauuu: g Haumbosjee KpuTuyHbIX KommnoHeHToB WCIIJIH  momkHbI
HCIIOJIb30BaThCA TEPPUTOPUAIBHO YIAJIEHHBIE CUCTEMBI KIIACTEPOB.

JIns 3ammMTBl OT OTKA30B OTHEIBHBIX JIHCKOB CEPBEPOB, OCYIIECTBISIOMINX
00pabOTKy M XpaHEHHE 3alluilaeMol uWH(OpMaIMKU, JOJDKHBI HCIOJIB30BATHCS
texHosorun RAID, kotopsie (kpome RAID-0) mpumensitor nyOnupoBaHHE TaHHBIX,
XpPaHUMBIX Ha JUCKaX.

Cucrema pe3epBHOTO KOMMPOBAHUS M XPaHEHUS TaHHBIX, JOJDKHA 00ecreunBaTh
XpaHEeHHE 3alMinaeMod HWHGOpMAnUMM Ha TBEpAbIA HOCHUTENb (KECTKUW JUCK,
ONTHUYCCKHUM JTUCK U T.I1.).

PesepBHOE KONMPOBAaHHWE W XPaHEHHUE NAHHBIX JOJDKHO OCYILECTBIATHCS Ha
MIEPUOINYECKON OCHOBE:!

— Ui 00pabaThIBa€MbIX MEPCOHANBHBIX JaHHBIX — €KEHEJEIIbHOE PE3epBHOE
KOIUPOBAHUE C COXPAHEHHEM KOmui Ha (aiIoBOM cepBepe WM pOOOTH3UPOBAHHOMN
oubmuoreke LTO ¢ MOCTOSHHBIM XpaHEHHEM HE MEHEE UYEThIPEX MOCIETHUX BEPCHIA
PE3E€PBHBIX KOITHI;

— 17151 TEXHOJIOTMYECKON nHpopMalnu — He pexe 1 pa3a B 6 MecsI1ieB;

— OJTaJOHHBIE KONMUHU MPOrpaMMHOro obecreueHus (ornepaluoOHHbIE CHUCTEMBI,
IITaTHOE W CIEUUaJbHOE MPOrpaMMHOE oOOecleueHrue, TPOrpaMMHBIE CpEICTBa
3allUThI), C KOTOPBIX OCYIIECTBIsIeTCS MX ycTaHoBKa Ha a5ieMeHThl ICII/IH — He pexe 1
pa3a B 6 MecsALEB, M KaXIbli pa3 NP BHECEHUM W3MEHEHUW B JTAJIOHHBIE KOIHH
(BBIXOJT HOBBIX BEpPCHUIA).

CpeMHBIE HOCUTENHM, Ha KOTOpPbIE IPOU3BENECHO PE3EPBHOE KONMMPOBAHHUE,
JOJKHBI OBITh MPOHYMEPOBAHbI: HOMEPOM HOCHUTENS, JAaTOW MPOBEACHHS PE3EpPBHOTO
KOIUPOBaHMUS.

Hocutenu mOMKHBI XpaHUTBCA B HECTOpPAEMOM IMKay WU TIOMEIICHUH,
00OpyIOBaHHOM  CHUCTEMOW MOXapoTylieHus (IO BO3MOXKHOCTM B  3JaHHH,
TEPPUTOPHAIBHO YJIAJIEHHOM OT 3/1aHus B KoTopoM pazmemaercs UCIIIH).

OTBETCTBEHHOCTh 32 IPOBEJCHHE MEPONPHUATUNA IO  BOCCTAHOBJICHHIO
paboTOCIOCOOHOCTH TEXHUUECKUX CPEJICTB M IPOrpaMMHOro odecrieueHus 0a3 JaHHBIX
BO3JIaraeTcsi Ha aIMUHHUCTPATOpa O€30MaCHOCTH.

OTBETCTBEHHOCTh 3a MPOBEIACHUE MEPONPHUATHNA IO BOCCTAHOBIICHHIO CPEICTB
3amuThl nHpopmanmu (nanee — C31) Boznaraercst aiMUHUCTPATOpa O€30MACHOCTH.



4, Ilopsinok  koHTpoJss 3amuTbl HHPopmamuum B HCIIn #un
npuocTaHoBku mnpexocraBiaeHuss II/lH B ciaydae oOHapyeHMsi HapylIeHU
nopsaaka wux npenocrasieHus. Ilopsitok pa3dupaTenbcTBA M COCTABJICHUS
3aKia0YeHMid mo ¢akraM HecoOJII0JeHHsI YCJIOBUIM XpaHeHMsI HocHUTesel
NEePCOHAJIBHBIX [AHHBIX, MCIOJb30BAHUS CPEICTB 3alIUThl HHPOpPMALUU U
NPUHATHE Mep M0 NPeAOTBPALIEHUI0 BO3MOKHBIX ONIACHBIX MOCJIEACTBUI

4.1. Koutponp  3ammrel  uHpopmanmu B UCIJdHx —  xomIuiekc
OpraHU3allMOHHBIX W TEXHUYECKUX MEPONPHUITHI, KOTOpbIE OPraHU3yIOTCS H
OCYUIECTBJISIOTCS B LENSAX NPEAYNPEXICHUS U MPECEYEHUsT BO3MOKHOCTH TMOJYUYECHHS
IIOCTOPOHHUMH JIMIAMH OXPAHSEMBIX CBEJICHUW, BBISBICHUS M MPEAOTBpPALICHUS
YTEUKH WH(OpPMAIMU MO TEXHUYECKUM KaHajaM, HCKIIOYEHUS WM CYIIECTBEHHOIO
3aTpyAHEHHS] HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K MH(OpMAIUH, XUIIIEHUS TEXHUYECKUX
CPEICTB U HOcuTelled HMH(pOpMalnMu, NPeAOTBpAIlECHUs CIEUUaIbHBIX MPOrPaMMHO-
TEXHUUYECKUX BO3JCHCTBUI, BBI3BIBAIOLINX HApYLICHHE XapaKTEPUCTUK O€30MacHOCTH
uHdOopMaIuu Wik paboTOCIOCOOHOCTH CUCTEM MH(POPMATU3AIIHH.

4.2.  OCHOBHBIMHU 33/1a4aMU KOHTPOJIS SABJISIFOTCS:

— TMPOBEPKA OPraHU3AIMU BBIMOJHEHUSI MEPOIIPUSATUH 1O 3alIuTe UHPOPMALIUU
B 00pa3oBaTeNbHON OpraHu3alnuu, ydéra TpeOOBaHMI MO 3amuTe HHQOpPMAIMHU B
pa3padaThIBa€MbIX IUIAHOBBIX M PACIOPSIIUTENbHBIX JOKYMEHTAX;

— BBISBIICHHE JeMacKupyromux npusHakoB o0bekToB MCII/IH;

— YTOYHEHHE 30H MepexBara 00padaThiBaeMOil Ha OOBEKTaX HH(POPMALIHH,
BO3MOJKHBIX KaHAJIOB YTEUYKM MH(OpPMAIUU, HECAHKIIMOHUPOBAHHOTO JOCTYyNa K HEH U
MPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUI Ha MH(OpMaLKIO;

— TMPOBEPKA BBINOJHEHUSI YCTAHOBJIEHHBIX HOPM W TpeOOBaHUU MO 3allUTe
uHOpMallMM OT YTEUYKHM [0 TEXHUYECKHM KaHajlaM, OLEHKa JOCTaTOYHOCTH U
3¢ ()EKTUBHOCTH MEPOTIPUSATHH TIO 3aIUTE UHPOPMAITUH;

— TIpOBEpKa  BBINIOJIHEHHUS  TpeboBanuit mo  3amute MWCIIJIm ot
HECaHKIIMOHUPOBAHHOTO JOCTYIa;

— TpOBEpKa  BBIIIOJIHEHUS  TpeOOBaHMH 1O  AHTUBUPYCHOM  3aluTe
aBTOMATU3UPOBAHHBIX CUCTEM U aBTOMATU3HPOBAHHBIX PA0OUYUX MECT;

— TpoBepKa 3HAHMWN PaOOTHUKOB MO BOIPOCaM 3alIUThl MH(GOPMALMU U UX
COOTBETCTBUS TPEOOBAHUSAM YPOBHSI MOJATOTOBKH JIJIs1 KOHKPETHOTO pabOYero MecTa;

— ONEpaTHBHOE MPHUHATHE MEP MO NMPECEYCHUIO HApYLIEHUH TpeOoBaHU (HOPM)
3amuthl nHGopmarmu B UCIT/IH;

— pa3paboTka MpeIIoKEHUH MO yCTpaHEHUIO (O0CIabJICHUIO) AEMaCKUPYIOIINX
MPU3HAKOB M TEXHUYECKUX KAHAJIOB YTEYKH MH(POPMALIUH.

4.3. Kontponb 3aummThl HH(QOpMAMKM TPOBOJUTCA C YUYETOM pPEabHbIX
YCIIOBUH MO BCeM (PU3UUYECKUM IOJISIM, 10 KOTOPHIM BO3MOXEH MepexBaT HHPOpMaIUH,
nupkymmpytoniein B UCIIJIH VYupexaeHus, W OCYyIIECTBISETCS MO OOBEKTOBOMY
NPUHLINITY, TPH KOTOPOM Ha OOBEKTE OJHOBPEMEHHO IPOBEPSIOTCS BCE BOMPOCHI
3amuThl HHPopMaruu. [lepeueHp KaHaIOB yTEUKU yCTAHABIMBAETCS B COOTBETCTBUU C
MOJEJIBIO YIPO3.

4.4, B xoae KOHTPOJISI IPOBEPSIOTCS:

— COOTBETCTBHE MPHUHSATHIX MEP MO 00ECTIEYeHNIO OE30MaCHOCTH MEPCOHATBHBIX
nanHbIxX (nanee — Ob I1]1H);

— CBOEBPEMEHHOCTb U TMOJHOTA BBHINOJHEHUS TpeOOBaHUN HACTOSIIETO
[Tonoxenus u apyrux pykoBoaamux nokymeHto Ob I1/]H;



— TOJHOTA BBISBIEHUS I€MACKUPYIOIIUX MPU3HAKOB OXPAHIEMBIX CBEACHUI 00
00BEKTaX 3alllUThl U BO3MOXHBIX TEXHUYECKUMX KaHAJIOB YTEUKU UHGOpMAIIH,
HECAHKLIMOHUPOBAHHOIO JIOCTYIA K HEW U MPOrPAMMHO-TEXHUYECKUX BO3JCHCTBUI Ha
uHdopMaIuio;

— 9(Q¢eKTUBHOCT  NPUMEHEHHUS  OpPTraHU3AIMOHHBIX U TEXHUYECKHUX
MEPOIPHUATUHN 1O 3aIIUTe HHPOPMALIUU;

— YCTpaHEHHUE paHEE BBIABICHHBIX HEIOCTATKOB.

Kpome TOro, MOryT mpOBOAWUTHCA HEOOXOAMMBIE W3MEPEHUS M PacyeThl
NPUTTALIEHHBIMA I8 3TUX [eJed CIeHHATMCTaMUd  OpraHu3alid, HMEIoen
cootBeTcTByIOMMeE uieH3un @CTIK Poccun.

4.5. OCHOBHBIMH BHJAMH TEXHUYECKOTO KOHTPOJSA SBISIIOTCS BHU3YalbHO-
ONITUYECKUN KOHTPOJb, KOHTPOJb 3((HEKTUBHOCTHU 3aIUTHl MHPOPMAIIH OT YTEUKH T10
TEXHUYECKUM KaHajaMm, KOHTPOJIb HECAHKIIMOHUPOBAHHOTO J0CTyNa K MHGOpMAIUU U
POrpPaMMHO-TEXHUYECKHUX BO3AEHCTBUI Ha HHPOPMALIUIO.

4.6. IlomyueHHbIE B XOJ€ BEJIECHUS KOHTPOJIA Pe3yJbTaTbl 00padaThIBAIOTCS U
aHAIM3UPYIOTCS B LEJISAX  ONpEAENeHUs JIOCTATOYHOCTH U 3(PPEKTUBHOCTU
NpEeNNUCaHHbIX Mep 3alMThl HHGOpMalKMKW U BbIABIEHUS HapyweHuil. Ilpu
OoOHapy)XeHMM HapylIeHUH HOpM U TpeOOBaHMN MO 3aluTe HHPOpMaLUU
aJIMUHUCTPATOp OE30MAaCHOCTH JOKJIAAbIBAET PYKOBOJUTENIO JJIsi TMPUHATUS HMU
peeHus o mpeKkpameHu 00padboTKu MH(POPMALMK U HPOBEIEHUS, COOTBETCTBYIOIIHNX
OpraHU3allMOHHBIX M TEXHUYECKHX MEp M0 YCTPAHEHUIO HapyuieHus. Pe3ynbrarsl
KOHTPOJIA 3alIUThl MHPOPMALMK OPOPMIISIOTCS aKTaMH JHOO B COOTBETCTBYIOIIHMX
KypHajax y4era pe3yjabTaToB KOHTPOJIS.

4.7. HeBbinogHeHUE NpeaNUCaHHBIX MepornpusaTui no 3aumte [1/{H, cuntaercs
MPEANOChUIKON K yTeuke nHpopMauuu (aajee — NpearnochuIKa).

[To xaxaoW mNpeAnochUIKE s BBIACHEHUS OOCTOATEIBCTB U MPUYMH
HEBBINOJIHEHNUS YCTAHOBJIEHHBIX TpPEOOBAaHMN IO YKa3aHUIO PYKOBOIUTENS WIH
OTBETCTBEHHOTO 32 3aIIUTY UHPOPMAIH IPOBOJUTCS pacciieIOBaHHe.

Jlnst mpoBeneHMs paccieOBaHMsS HA3HAYAETCS KOMUCCUS C IIPUBJIECYECHHEM
aAMHUHHCTpaTopa Oe3omacHocTu. Komuccus o0s3aHa yCTaHOBHUTb, MMeENa JIM MECTO
yTeuKa CBEJEHUI, U OOCTOATEIbCTBA € COMYyTCTBYIOLIUE, YCTAHOBUTD JIMI], BUHOBHBIX
B HapyLIEHUU NPEINUCAHHBIX MEPONPUATUN MO 3alUTe HHPOpPMAIMH, YCTAaHOBUTH
MPUYMHBI U YCIIOBUS, CIIOCOOCTBOBABILME HAPYIICHUIO, U BbIpabOTaTh PEKOMEHIAIUU
no ux ycrpanenuto. Ilocie OKOHUaHHS paccieloBaHUS PYKOBOJUTENb MPUHUMAET
pelieHre 0 HaKa3aHUM BUHOBHBIX JIMI] M1 HEOOXOJAUMBIX MEPONPUATHSIX 10 YCTPAHEHHUIO
HEJIOCTATKOB.

4.8. Benenue KOHTpOJI 3alllMThl HMH(OpPMAMU  OCYIIECTBISETCA MYTEM
MPOBEICHUS TEPUOJIMYECKUX, TJIAHOBBIX M BHE3AMHBIX MPOBEPOK OOBEKTOB 3ALIUTHI.
[lepuognueckue, TUIAHOBBIE U BHE3alHbIE MPOBEPKHM OOBEKTOB OpraHU3alMU
NPOBOJAATCS, Kak NpPaBWIO, CHJIAMH aJMUHUCTparopa 0Oe30macHOCTH  H(WJIH)
OTBETCTBEHHOTO 3a 3alUTy MH(POPMAIMH, B COOTBETCTBUU C YTBEP’KACHHBIM IJIAHOM
WJIM TI0 COTJIACOBAHUIO C PYKOBOJIUTEIIEM.

4.9. Opnno#t 3 HopM KOHTPOJISI 3aIUTHl MHGOPMAIIHH SBISIETCS 00CIeI0BaHNE
o0wektoB VCII/In. OHO mpoBOAUTCS HE peke OAHOTO pasza B Toj pabodeil rpymmoi B
COCTaBe agMHUHHCTpaTOopa O€30MacHOCTH, OTBETCTBEHHOTO 3a 3alllUTy HH(OpMaIuu,
OTBETCTBEHHOTO 3a JKcIulyaTanuto oObekta. Jms ob6cnenoanus WCIIJIH moxer
npuBJeKaTbcsa opranuzanus, umeromas juneHsnio @CTOK Poccun Ha pesTenbHOCTH
0 TEXHUYECKOH 3a1muTe MHHOPMALIHIH.



4.10. O6cnenoBanue MCII/IH npoBoauTCSs € 1EIBIO ONpEaeIeHUs COOTBETCTBUS
NOMEIIEHUH, TEXHUYECKUX U TMPOTPAMMHBIX CpPEICTB TPEeOOBAHUSIM IO 3aIUTE
uH(pOpMaINK, YCTAHOBIEHHBIM B «ATTECTaTE COOTBETCTBUS» U(WJINM) TPEOOBAHUIM IO
0€30MacHOCTH NMEPCOHAIBHBIX JIAHHBIX.

4.11. B xoxe ob6crnetoBaHus ITPOBEPSAETCS:

— COOTBETCTBHUE TEKYIIUX YCJIOBUM (PYHKIIMOHHPOBAHUA OOCIIETyEeMOro
o0bekra UCII/IH ycnoBusM, CIOKUBILIMMCS HA MOMEHT ITPOBEPKHU;

— coOmIoJieHNEe OpPraHU3aIMOHHO-TEXHUYECKMX TpPeOOBaHUN TOMEUICHHUM, B
KoTopsix pacnionaraercss UCIx;

— COXpaHHOCTh MeuaTeil, MIOMO Ha TEXHUYECKUX CpEACTBAX Mepefadyd u
0o0pa0oTKu HH(pOpPMAIIMK, a TaKXKe Ha YCTPOMCTBAX MX 3alllUTBl, OTCYTCTBHE
MOBPEKJECHUN SKPAHOB KOPITYCOB almaparypbl, 000J04eK Kabelel u uX COCTUHEHH C
MIMHAMU 3a3€MJICHUS,

— cooTBeTcTBUE BhINMOIHsEMbIX Ha 00bekTe VMCIIIn MeponpusTuii o 3amure
uH(pOpMaIU JaHHBIM, U3JI0)KEHHBIM B HACTOSIIEM TOJIOKECHHH,

— BBINOJHEHUE TpeOOBaHUN TO 3alUTe HMHPOPMAIUOHHBIX CHUCTEM OT
HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

—  BBINOJHEHUE TPeOOBAaHUM IO AHTUBUPYCHOM 3aIlUTE.

4.12. ]JInst BBIABJICHUS PAIUOAIEKTPOHHBIX YCTPOMCTB U MPOBOJIOB HEM3BECTHOIO
HA3HAYEHHUsI, MPEIHAMEPEHHOTO HAPYIIECHHs 3alIUTHBIX CBOMCTB 00OpYyIOBaHHS, a
TaK)Xe HE MPEeAyCMOTPEHHBIX MpaBUJIaMU JKCIUTyaTalldd OTBOAOB OT OOOpYyAOBaHUS U
COCIMHUTEIBHBIX JTUHUN, MPOJOKEHHBIX B BBIJICJICHHBIX U 3alIUIIIAEMbIX TOMEIIEHUSX,
a TaKXke JpPYyrux HapylmleHud © CcrnocoO0O0B BO3HMKHOBEHHUS KAHAJIOB YTEUKH
nH(popmMauu HeoOX0IUMO:

— THIATEIBHO OCMOTPETh MeOesb, CYBEHHUpPbl (OCOOEHHO WMHOCTPAHHOTO
IIPOU3BOJICTBA), 000PYIOBaHUE, YCTAHOBJIEHHOE B 3TOM MOMEUIEHUH, OCBETUTEIbHYIO
anmaparypy, HUIIU OTOMUTEIBHBIX OaTapei, ITOPbl, OKOHHBIC TPOEMBI U T.JI.;

— BCKPBITb U OCMOTPETh PO3ETKH, BBIKIIFOYATENIN OCBETUTEJIBHOW CETH, JIHOKH
BEHTWISALIUU U KaHAJIBI CKPBITON TIPOBOJIKY;

— TPOBEPUTH KAYECTBO YCTAHOBKH CTEKJIONAKETOB OKOHHBIX MPOEMOB;

— TPOBECTH aNmapaTypHYIO MPOBEPKY MOMEIICHHUS Ha OTCYTCTBHUE BO3MOKHO
BHEJIPEHHBIX JJICKTPOHHBIX YCTPOMCTB TiepexBaTa uHbopMmaruu (Ipu HAIAYUU
COOTBETCTBYIOIICH anmaparypsl), Ipy HEOOXOIUMOCTH JJIsl TPOBEJCHUS JaHHBIX BUJIOB
paboT MOTYT MPHUBIIEKATHCS OPraHU3alMU, MUMEIOIIME COOTBETCTBYIOLIUE JIMIICH3UU
@®Cb Poccun.

4.13. T'ocynapCTBEHHBII1  KOHTPOJIb  COCTOSIHUSL ~ 3allUThl  HMH(pOpManuu
ocyuiecTBisieTcss DefepanbHON CIIyX Obl 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
Poccun u ®denepanbHoil cinyk00i 6e3omacHocTy Poccuu B paMkax X MOJHOMOYHUU B
COOTBETCTBHM C JCUCTBYIOIIMM 3aKOHOAATENbCTBOM Poccuiickoi ®Penepanuu. Joctyn
MPEACTaBUTENCH YKa3aHHBIX (elepanbHBIX OPraHOB WCIOJHUTEIHHOW BJIACTH Ha
O0OBEKTHI ISl TIPOBEJICHUS MPOBEPKH, a Takke K paboTaM W JOKyMEHTaM B 00BeMe,
HEOOXOJAMMOM JJISI OCYIIECTBIICHUS KOHTPOJS, OOECIEeUnBaeTCsI B YCTAaHOBICHHOM
MOPSIIKE TIO TPEIBSABICHUU CIY)KEOHOTO YIOCTOBEPEHHS COTPYIHHMKA, a TaKKe
JIOKyMEHTa YCTaHOBJICHHOU (POPMBI Ha MPABO MPOBEICHUS TPOBEPKH.

4.14. Knaccudukanus HapymeHui 3auuTsl [1/{H

Hapyimienus, cBs3aHHblE C  BBINOJHEHUEM  TpeOOBAaHUN  PYKOBOMASIIMX
JOKYMEHTOB M0 O0€30MacHOCTH HH(POPMALIMK, C TMPUMEHEHHEM CPEACTB 3allUThl
uHbopMallMM W pasrpaHUYeHHEM  JIOCTYNa, HCIOJIb30BAHUEM TEXHUYECKOTO,



IpPOrpaMMHOro obecreueHuss UHGOOPMAIMOHHBIX CHUCTEM, MO CTENEHH UX OMAaCHOCTHU
1eJ1€ecCO00pa3HO pa3/IeauTh Ha:

— Hapyuenus | - oif kareropuu;

— HapyleHHs 2 - OM KaTerOpuu;

— HEKaTerOpupOBAHHBIC HAPYIICHUSI.

K napymenusim 1-oif Kareropuu OTHOCSTCS HapyLIEHUs, MOBJCKIIUE 32 COOOM
pasriamieHue (yTeuky) 3allMIIaeMbIX CBEICHHH, yTpaTy OyMaXKHbIX JOKYMEHTOB WU
MarHUTHBIX HOCUTENEW HMH(POpPMAINH, YHUUYTOXKEHUE (MCKaXKeHHE) MH(POPMAIIMOHHOTO
U TIPOTPaMMHOTO 00€CTIeUeHHsI, BBIBEJICHHE U3 CTPOSI TEXHUUECKUX CPEICTB.

K HapymeHusMm 2-0M KaTeropuu OTHOCATCS HAapYyLIEHUS, B PE3yJIbTaTe KOTOPBIX
BO3HHMKAET BO3MOYKHOCTh pa3riIallieHus (YyTEUKH) 3alUIIAEMbIX CBEJICHHUIN WA yTPAThl
OyMaXHBIX JOKYMEHTOB M MAarHMTHBIX HOCUTeled HH(OpMalMK, YHUYTOXKECHUS
(uckaxxenust) ”HGOPMALIMOHHOTO U MPOrPaMMHOTO 0OECTeUeHHUsI, BHIBEJICHUS U3 CTPOSI
TEXHUYECKUX CPEJICTB.

OcranbHble HapylLIEHWs, HE BOLICAUIME B NEPBYI0 M BTOPYI KaTErOpHUH,
OTHOCATCA K HEKaTErOPUPOBAHHBIM HAPYIICHUSM.

Hapymenus 1-0it kaTeropuu:

— yTpata OyMa)XXHbIX JOKYMEHTOB M MAarHUTHBIX HOCHUTENell uHpopMauu,
coJiepKaliX OXpaHseMble (KOH(UIEHINAIbHbIE) CBEICHMS;

— JIeiicTBUS  paOOTHUKOB CTPYKTYPHBIX MOJApA3IENEHUN, NpPHUBEAIINE K
HUCKOKECHHUIO WM Pa3pyLICHUIO OXPAaHSAEMbIX CBEJCHUM WM HWHBIX 3al[UIIAEMbIX
PECypCOB;

—  yYMBIIUIEHHAs pa3padoTKa, UCIOJIb30BaHUE U PACIIPOCTPAHEHHUE BPEIOHOCHBIX
porpaMm (MporpamMm - BUPYCOB U T. I1.), @ TAK)Ke HEMpeaHAMEpPEHHbIE (IT0 XaJIaTHOCTH)
BUHOBHbBIC JCHCTBUS, NPUBEAIINE K MCIOJIb30BAHUI0 W PACHPOCTPAHEHUIO TaKHX
IIporpamwm;

— HECaHKLUMOHHpPOBaHHas KOPPEKTHPOBKA aJIpeCHOM MH(OpMaLMU MapLIpyTOB
U MyTe KOMMYTallMu TEXHUUYECKHUX CPEJICTB IOJIb30BaTeNel JaHHBIX M COOOILEHUN B
MH(POPMALIMOHHBIX CETSX;

—  KOMITPOMETAIUs CPECTB 3aIUThl HHPOPMALIUH;

— HECAHKIMOHUPOBAHHBIN JOCTYIH K 3alIUIaeMOil HHGOPMAIINH;

— HECaHKUHMOHHPOBAHHbIE JAEWCTBUS pPaOOTHUKOB, HaIlpaBJIEHHbIE Ha cOOp,
HaKOIJIEHUE U 0000IEHNE OXPAHIEMbIX CBEICHUI.

Hapymienus 2-0it kKaTeropuu:

— KOMITpOMeETaunus napoJiei;

— HECBOEBpPEMEHHas 3aMeHa TMapojied M HWACHTU(PUKATOPOB TNpU  UX
KOMIIPOMETAIINH;

— BBIBOJ MH(MOpMAIMH, COJAEPKAILEH OXpaHsSEMbIEe CBEJCHUS, HA HEYUTCHHBIC
HOCHUTEHN UH()OpPMALIUK U MAIIMHHBIE TOKYMEHTHI;

— HECAHKUMOHUPOBAHHOE BHECCHHE U3MEHEHUI B IIPOrpaMMHOE
uH(popMaImoHHOe obecTieueHrne MHPOPMAITMOHHBIX CUCTEM;

— HECaHKLUHMOHHPOBAHHOE OTKIJIIOUEHHUE CPEACTB 3aIIUThl HHPOPMAIIHH;

—  CAaMOBOJIBHOE OTKJIFOUEHHE CPEACTB aHTUBUPYCHOM 3aILUTHI;

— HECAHKUMOHUPOBAHHOE MOJKJIFOYEHHE K BBIYHMCIUTEIBHOM CETH HEIITATHBIX
TEXHUUYECKUX CPeACTB 00pabOoTKM HH(OpManuu (HampuMep, JTUYHBIX MOPTATHUBHBIX
KOMITBIOTEPOB U T.I1.);

— BXOJ B cUCTeMY B 00X0/ cucTeMbl 3auThl (3arpy3ka OC ¢ dadu-kapThl Uiu
3arpy3ouHoro CD);



— OTCYTCTBUE pa3rpaHUY€HUs JOCTylma K HHPOpMalUU, COJAepKalieH
OoXpaHsieMble CBeJieHUs U 00pabaThiBaeMO B MHOTOMOJIb30BATEIbCKOM pPEXUME, TIPU
pabore mno TexHonoruu "Knuent-CepBep"', a Takke JOCTylma W3 APYrUX
MH(OPMAITMOHHO - BEIUUCIUTEIBHBIX CETEH MO KaHaIaM KOPIIOPATUBHOM WM OTKPBHITON
CeTH;

— HapylIeHWE TOopsAIKa Yy4eTa, XpaHEHHUS M OOpalleHHs CO CpeICTBAMHU
pasrpaHudeHust JOCTymna K HHPOPMAIIH.

[lepedyeHb KaTeropupoOBaHHBIX HAPYLIEHUH JOJKEH €KErOJHO KOPPEKTUPOBATHCS
Y JOBOJUTHCA 10 BCEX PAOOTHUKOB, pa0OTAIOIIMX € 3AIUIIAEMBIMH PECYPCAMH.

4.15. OnepaTuBHas peakius Ha HApYyIIEHUS pexnuma 0e30MacHOCTH

PaGoTHuku  00si3aHBl ~ HEMEIJICHHO  YBEAOMJISITH  HEMOCPEICTBEHHBIX
PYKOBOJHTEIEH U OTBETCTBEHHOTO 3a obecneuenne 6ezonacHoct [1/{H muna o cirydasx
HapylmIeHUs 3alluThl WK 00 OOHApY)KEHHBIX YSI3BUMOCTAX (cimabocTsax) B
MH(OPMALIMOHHBIX CUCTEMAaX U CPEJICTBAX 3aILUTHI.

@DYHKIMU CBOEBPEMEHHOW M aJICKBATHOM PEaKLMM HA BBISBICHHBIC HApyLICHUS
3amuThl [1/lH, TpeOyrommX ONEepaTHBHOTO pPEAarupoBaHUs, HAaNpUMeEp, TaKUX Kak
oOHapy)XeHHE U HEWUTpalu3alus BTOPKEHUN XaKEpOB WM BHEJIPEHHE MPOTrPAMMHBIX
BUpPYyCOB, Bosyjararorcss Ha Anmuaucrtpatopa MCII[lH un  AaMuHucTpaTtopa
6e3onacHocty UCII/IH. DT paOOTHUKU JOJKHBI OBITH JOCTYIIHBI B T€UEHHE pabovero
BpEMEHHU (JIMYHO, MO TeNePOHY MU SJIEKTPOHHOM MOYTE).

PaboTHukn 00pa3oBaTeNbHOM OpraHU3alMK JOJHKHBI 00pamaTbCsi K HUM IMpU
OoOHapyXE€HUM TIPU3HAKOB HapylIeHus 3amuThl [IJ[H B COOTBETCTBUU C YCTAHOBJICHHOM
MPOLEIYPOH.

4.16. PaccrenoBaHue MHIIUJCHTOB, CBA3aHHBIX C HapyIIeHUAMH 3amuThl [1/1H

[Io xaxaoMy HWHIOUAEHTY, CBSI3aHHOMY C HapymeHueM 3amutel [I/[H B
oOpa3oBaTeNbHO OpraHu3alNH, JOJIKHO IPOBOJUTHCS paccieioBaHue.
OTBETCTBEHHOCTH 3a MPOBEJACHUE PACCIICIOBAHUS BO3JIAra€TCsl Ha JIML OTBETCTBEHHBIX
3a ob0ecrieuenne 6e3onacHocty I1/1H.

B pesynbTaTe paccienoBaHusi HEOOXOAUMO OINPEIEIUTh:

— Hapymwmrtens (HapyuTenei) 3amutsl [1/1H;

— KaTeropuIo HapyIICHUs U BEJIMYHMHY HAaHECEHHOTo yIiepOa (€Ciu OH eCTh);

— TPUYMHBIL, IPUBEAIINE K HAPYIICHUIO;

— Mepbl M CpEACTBA, HEOOXOIWMBbIE Jis JMKBHJIALUUUA HEXeIaTeJIbHbIX
MOCJEICTBUM;

— MephI U CPeCTBa, HEOOXOAUMbIE JIsl JIMKBUALMU WA OCJIA0JICHUs IPUYMH,
MPUBEIIINX K HAPYIICHHIO, YTOOBI MOA00HBIE HAPYILICHHS HE TIOBTOPSUIMCH B OYIYyILEM.

Pe3ynpTaThl pacciegoBaHUs AOJKHBI OQOPMIIATHCS JOKYMEHTaJbHO. Bun
HapyIIEHHUs, €CIM TaKOBOIO HE OBbUIO paHee, NOJDKEH ObITh BKIIOYEH B IMEpEeyYEHb
KaTErOPUPOBAHHBIX HAPYIIEHUH 11O 3amuThl [1/{H.

S5. Iopsinok 00yyeHusi nepconasna npaxkruke padorsl B UCII/IH B yactu
o0ecneveHnsi 0€30MACHOCTH MEPCOHAIBbHBIX JAHHBIX

5.1. Ilepen mavamom padotel B UCII/IH moas30BaTenn TOIKHBI 03HAKOMHTBCS C
MHCTPYKIUSIMA [0 UCIOJIb30BAaHUIO TMPOTPAMMHBIX M TEXHHUYECKHUX CpPEICTB, IO
HCIIOJIH30BAHUIO CPECTB 3alTUTHI HHPOPMAIIUH IO POCITHUCH.

5.2.  lTlonp3oBaTenu  JNOJKHBI  NPOJEMOHCTPUPOBATH  AJIMUHUCTPATOPY
O0e3omacHOCTM ©  (WJIM) OTBETCTBEHHOMY 3a 3alllUTy HWH(POpMAIUKM HaJld4yue
HEOOXONUMBIX 3HAHMM W yMEHUW 7 BBINOJIHEHUS TPeOOBAHMM HACTOSIIETO



[Tonoxenusi. AAMUHUCTPATOP OE30MACHOCTH JIOJDKEH BECTHU KYpHAJ ydeTa MPOBEPOK
3HAHWM U HAaBBIKOB [0JIb30BAaTEIIECH.

5.3. [Ilonw3oBarenu, IEMOHCTPUPYIOIIME HEJOCTATOYHBIC 3HAHUSI U YMEHUS IS
oOecrieueHus 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX B COOTBETCTBUM C TPEOOBAHUSAMHU
HacTosIIero nojoxenus, k padore B ICII/In He nomyckaroTcs.

5.4. OTBETCTBEHHBIM 3a OpPraHMU3alMI0 OOYYEHUS M OKa3aHUE METOJIUYECKON
MTOMOIIY B YUPEKICHNUH SBIIACTCS aIMUHACTPATOP OC30MaCHOCTH.

5.5. Jlng npoBeneHus 3aHATHH, CEMUHAPOB M COBEIAHWKW MOTYT IPUBIIEKATHCS
CHEIUAINCTBI TI0 TPOTPAMMHOMY U TEXHHMYECKOMY OOECICUEHHI0, a TaKXKe
CHEUAINCTBl OpraHoB mo arrectauuu o0bekToB MCII/IH, opraHu3anuii-nuineH3naToB
OCTIK Poccuu u ®Cb Poccun.

5.6. K pabore B HCIIJI[H nomyckarOTCs TOJIBKO COTPYIHHUKH TPOIICAIINE
nepBu4HbId MHCTpYKTaXX OB (ocHOBbI Oe3omacHoctu) B MCIIJJH u mnoxasaBiiue
TBEpJbIE TEOPETUYECKUE 3HAHUS W TMPAKTUYECKHE HABBIKM, O YEM JIeNlaeTcs
COOTBETCTBYIOIIAas 3anuch B JKypHane yuéra mnoap30BaTeNeil, AOMYLIEHHBIX K
MH()OPMAIMOHHBIM CUCTEMAaM MEPCOHAIBHBIX JIAHHBIX .

5.7.  AnMuHHCTpaTOpy O€30MAaCHOCTH PEKOMEHIOBAHO HMETh MPOQPUIbHOE
oOpa3zoBanue (MO0 AMIUIOMBI O TIOBBIIEHWM KBATM(PUKALUHM) B OO0JACTH 3alUTHI
uHpopmaiuu. PeKoMeHTyeTCsi TPOXO0XKIEHNUE aIMUHUCTPATOPOM CHEIIUATU3UPOBAHHBIX
KYpCOB 10 aJMUHHCTPUPOBAHUIO CPEACTB 3allUThl MHGOPMAIMU, HCIOJB3YEMBIX B
NCIIdH.

6. ITopsiok nmpoBepKHU 3JIEKTPOHHOI0 :KypHasa oopamenunii k UCII/In

6.1. Hacrosaumii pasgen IlojoxeHuss ompenensieT TOPSAAOK MPOBEPKU
AJIEKTPOHHBIX JKypHaI0B oOpaienuit k pecypcam UCIIIH.

6.2. IIpoBepka HJIEKTPOHHOTO KypHajga OOpAaIEHUN MPOBOJUTCS C IIEJBIO
BBISIBJICHUS HECAHKITMOHUPOBAHHOTO JI0CTyNa K 3amuiiaeMoit uagopmanvu B UCIIH.

6.3. IIpaBo mpoBepkH IEKTPOHHOTO KypHaIa 00palleHuii UMEIOT:

— aJMHUHHCTpaTOp 0€30MacHOCTH;
— OTBETCTBEHHBIN 3a obecnieueHue 6ezomacHocTH [1/1H;
— PYKOBOAMTENb 00pa30BaTeIbHON OpraHU3aluu.

6.4. Ha Ttexuuueckux cpencrBax HWCII[lH, Ha KOTOPBIX YCTaHOBJICHBI
crenuainu3upoBaHHbIe cpeAcTBa 3aumThl MH(opmanuu (manee — C3U) mposepka
AJIIEKTPOHHOI'O KypHaja MPOU3BOJUTCS B COOTBETCTBHM C MPUIIAraeéMbIM K YKa3aHHBIM
C3H1 PykoBoacTBOM.

6.5. Ecau B XxozIe mNepuoAMYECKHX, IUJIAHOBBIX WM BHE3AMHBIX MPOBEPOK
NCIIn BesiBnensl cnyyan HCJl k uapopManun KoHGUIESHIUMATBHOTO XapaKTepa, TO
BCTYIAET B CUy ILIL 4.6., 4.7. nanHoro Ilonoxenus.

6.6. IIpoBepke momsexat Bce AnekTpoHHbIe xypHab! UCIT/IH.

6.7. IlpoBepka HOKHA MPOBOAUTHCS HE PEXeE, YEM OJUH pa3 B HEAETIO C
LEJIbI0 CBOEBPEMEHHOTO BBISIBICHUS (DAKTOB HApylIeHUS TpeOOBaHHU HACTOSIIETO
[Tomoxenus.

6.8. ®akThl MPOBEPOK DBJICKTPOHHBIX KYPHAJIOB OTPAKAIOTCS B CICIHAIBHOM
KypHaje TIpPOBEPOK  BJIEKTPOHHBIX KypHanoB. Ilocne  Kaxmod  NpOBEpKHU
AnmMuHHUCTpaTOp O€30MaCHOCTH JeNlaeT COOTBETCTBYIOLIYI0 OTMETKY B JKypHale H
CTaBUT CBOIO POCIIHUCH.

7. IIpaBujia aHTUBUPYCHOH 3AIUUTHI



7.1. Hacrosmue mnpaBuia ONpenessitoT TpeOOBaHUS K OpraHU3ALMM 3alIUThI
oobekra MCII[IH oT paspymaromero BO3AEUCTBUS BPEAOHOCHOTO IPOrpPaMMHOIO
ob0ecrieuenus (I10), KOMIBIOTEPHBIX BHUPYCOB W YCTAHABIMBAET OTBETCTBEHHOCTD
PYKOBOJUTENS U COTPYAHUKOB, SKCILTYaTUPYIOUIUX U COMPOBOXKAAIOIINX KOMITbIOTEPHI
B coctaBe MCII/IH, 3a ux BeinonHeHue. HacTosmue npaBuia pacipoCTpaHsAIOTCS Ha BCE
o0bekTsl UCITJIH 06pa3oBaTebHON OpraHU3aliH.

7.2. K ucronb30BaHMIO HA KOMIIBIOTEPAX JOMYCKAIOTCA CEePTUPUIIMPOBAHHBIC
aHTUBUPYCHBIC CpEJICTBA, LEHTPATU30BAaHHO 3aKyIUIEHHBIE Yy pa3pabOoT4YMKOB
(IOCTaBIIMKOB) YKa3aHHBIX CPEJICTB.

7.3. YcraHOBKa W HayaJlbHAsl HACTPOIKa CPEICTB aHTUBUPYCHOTO KOHTPOJS Ha
KOMIIBIOTEpaX OCYIIECTBISICTCS aAMUHUACTPATOPOM OE30MaCHOCTH.

7.4. AnMuHHCTpPATOp 0€30MMacHOCTH OCYILECTBIISIET NIEPUOANIECKOE
OOHOBJICHUE aHTUBUPYCHBIX MAKETOB U KOHTPOJIb UX PAOOTOCIIOCOOHOCTH.

7.5. Spnbik (cchuika) aJisi 3amycka aHTUBHUPYCHOW MPOTPAMMBI JOJKEH OBITh
JOCTYIIEH BCEM I10JIb30BATEISIM UHPOPMAIIIOHHON CHCTEMBI.

7.6. ExeHenenbHo B Havane paloOThl, IOCIE 3arpy3kd KOMIIbIOTEpa B
aBTOMAaTUYECKOM PEKHUME JIOJKEH MPOBOAUTHCS aHTUBUPYCHBIN KOHTPOJIb BCEX JIMCKOB
U (ailzioB KOMIIBIOTEPOB.

OO0s13aTeIbBHOMY aHTHUBUPYCHOMY KOHTPOJIIO MOMJEXKUT Jr00as uHGpopManus
(TexcToBble (pailsibl MOOBIX (opmaToB, (HailsIbl JAHHBIX, HCHOJHSAEMbIE (ailnbl),
nH(pOopMaIuUs Ha ChbEMHBIX HOCUTENSAX (MarHUTHBIX JUCKaX, JeHTax, CD-ROM wu T.1.).
KoHTtposb ucxoasueit tHPpopMaluu HEOOXOAUMO MTPOBOJUTH HEMOCPEACTBEHHO MEPE]
apXMBHPOBAHUEM U OTIPABKOH (3aIIMCHIO HA ChEMHBINA HOCHUTEID).

HacTtpoiiku cpencTB aHTUBHUPYCHOW 3alllUThl JOJKHBI OBITh BBINIOJHEHBl B
COOTBETCTBHUH C TPEOOBAHUSMHU 0€30MACHOCTH NEPCOHATBHBIX JAHHBIX OMpPEIeIEHHBIMU
s panHot MCIIJIH ypoBHs 3amuiieHHOCTH. HacTpoliKy CpeiacTB aHTUBHUPYCHOM
3aIUTHI BBITOJIHIET aAMUHUCTPATOP OE30MACHOCTH.

7.7. @aiinpl, mMOMENIaeMble B DJEKTPOHHBIM apXWB Ha OAJIEKTPOHHBIX U
MarHUTHBIX HOCHUTEJISAX, JOHKHBI B 0053aT€IbHOM TOPSIKE MPOXOAUTH aHTUBUPYCHBIN
KOHTpOJIb. [lepnoanueckue mpoBEPKHU NEKTPOHHBIX aPXHUBOB JOJKHBI IIPOBOJUTHCS HE
peXe OJJTHOTO pa3a B MECHIL.

7.8. YcranaBnmuBaemoe (M3MEHsIEMOE) NpOrpaMMHOe oOecreueHrne IO0HKHO
OBITh IIPEIBAPUTENILHO MPOBEPEHO HAa OTCYTCTBHE BHpycoB. HemocpeAacTBEHHO mocie
YCTaHOBKH (M3MEHEHHs) MPOTPAaMMHOI0 00ECIIEYeHHs] KOMITbIOTEPA, aIMUHUCTPATOPOM
0e30MacHOCTH JJOJIKHA OBITH BBITIOJIHEHA aHTUBUpYCcHas rposepka UCIT/IH.

7.9. Ha xomnbroTepsl 3anpeliaeTcs yCTaHOBKA MPOTPaMMHOI0 00ecrieueHusl, He
CBA3aHHOTO C BBIIOJIHEHHEM (QYHKUUNA, MNPEAYCMOTPEHHBIX TEXHOJOTUYECKUM
nporeccoM 00padoTku HHGOPMAIIUH.

7.10. Ilpu BO3HMKHOBEHHMHU IMOJO3PEHHS] HA HaJIMYKWe KOMIBIOTEPHOIO BHpYcCa
(meTunuuHasi paboTa MPOrpamMm, MOSABICHHUE TPaPUUECKuX U 3BYKOBBIX 3((HEKTOB,
UCKOKCHWM JaHHBIX, MpomnagaHue (ailioB, YacToe TMOSABICHUE COOOIICHUN O
CUCTEMHBIX OIIMOKax M T.II.) TOJb30BAaTeb CaMOCTOSITENIbHO (MM BMECTE C
aJIMMHHACTPATOPOM O€30MAaCHOCTH) JOJKEH MPOBECTH BHEOUYEPETHOW aHTUBUPYCHBIM
KOHTPOJIb KOMITBIOTEPA.

B ciyuae oOHapyskeHus pu MPOBEICHUN aHTUBUPYCHON MPOBEPKH 3apasKeHHBIX
KOMITBIOTEPHBIMU BUpYycamMu (aijioB MOJIb30BATENb 00sI3aH:

— TpUOCTaHOBUTH 00paboTky nanHwix B MCII/IH;



— HEMEUIEHHO IIOCTAaBUTh B U3BECTHOCTh O (paKTe€ OOHAPYKEHUS 3apa’kE€HHBIX
BUPYCOM (aillioB aAMUHHMCTpaTOpa 0€30MIaCHOCTH, a TaKXKE CMEKHBIE MOAPa3/IEICHHUS,
UCIIOIb3YIOIIKE 3T (aiiibl B padbore;

— COBMECTHO C BJIAJIEJbLIEM 3apaKCHHBIX BUPYCOM (haiiJIOB MPOBECTU AHAIN3
BO3MOKHOCTH, JAJIBHEUIIETO UX UCTIOJIb30BaHUS;

— IPOBECTU JICUECHUE WM YHUUTOKEHUE 3apayKEHHBIX (ailyioB.

7.11. OTBETCTBEHHOCTH 3a OpraHu3anuio aHTuBUpycHoro kKouTposs B UCII/Ix B
COOTBETCTBHUM C TpeboBaHusAMU Hactosimiero [lomokeHus Bo3naraercs Ha
OTBETCTBEHHOTO 32 3aIUTY HH(POPMALIHH.

7.12. OTBETCTBEHHOCTH 3a MPOBEJCHUE MEPONPUATUI aHTUBHUPYCHOM 3alIUTHI B
koHkpeTHoM MCII/IH u cobmonenue TpeboBanuii HacTosmero [lojgoxeHuns Bo3naraercs
Ha aJMUHUCTpaTopa 0€30MacHOCTU U Beex nodp3oBareneid ganHo MCII/IH.

8. IIpaBuiia mapoJibHOI 3aIIUTHI

8.1. [lanHble TpaBWIa  PETIAMEHTHUPYIOT  OPTraHU3aIMOHHO-TEXHUYECKUE
MEpONPUATHUS 10 OOECIEUYCHHUIO TMPOIECCOB TEHEpalluu, CMEHbl M MpEeKpaIieHUs
nevicreus maposeit B UCIIJIH, a Takke KOHTPOJIb JSHCTBUI MOJIB30BaTENICH IpH paboTe
C IapOJIIMHU.

8.2. OpraHuzalMoOHHOE W TEXHHUYECKOE OOECIICUCHHE ITPOIICCCOB TI'eHEepalluu,
WCIIOJB30BaHUsA, CMEHbl U MpPEKpalleHus ACHCTBUS TMapoyieil BO BCEX MOJCUCTEMAaxX
NCIIIH 1 KOHTpOJIb NEUCTBUI MOJIb30BaTEEH MPU padOTE C MApOJISIMU BO3JIaraeTcsl Ha
aAMUHUCTpaTopa 0€30MaCHOCTH.

8.3. Jluunple TapodM  MOJDKHBI ~ TEHEPUPOBATHCA W PACTIPEICIATHCS
[IEHTPAJIM30BaHHO JIMOO BhIOUpaThCs mojib3oBaTeasiMu OBT caMoCTOSTENRHO ¢ yUeTOM
CIeAYIOIINX TPeOOBaHMIA:

— MapoJib JIOJDKEH OBITh HE MEHEee 6 CUMBOJIOB;

— B YHUCJIE CHMBOJIOB IMapoJisi 00s13aTeIbHO JOJIKHBI MPUCYTCTBOBATh OYKBBHI B
BEPXHEM WJIM HIDKHEM PETUCTpax, MU(PBI W/ WU CrielaIbHbIe CUMBOITHI (@, #, $, &, *,
% u T.11.);

— CHMBOJIBI Tapojiell i pabouuMx CTaHIMW, Ha KOTOPBIX YCTAHOBJIEHO
CPEICTBO 3alUThl HH(OpPMAIMKM OT HECAHKIIMOHMPOBAHHOTO JOCTYyMa, JOJDKHBI
BBOJIUTHCS B PEKMME JIATUHCKOM PacKIIaJKU KJIaBUATYpPHI;

— TapoJib HE JOJDKEH BKJIIOYaTh B C€0sl JIETKO BBIUUCISIEMbIE COUYCTAHMS
CUMBOJIOB (MMeHa, pamMuianu, HaumeHoBaHUust APM u T.1.), a Takxke OOILIENpUHSTHIE
cokpanienus (9BM, JIBC, USER u T1.11.);

— TIpW CMEHE MapoJis HOBOE 3HAUYCHHE JIOIKHO OTINYATHCS OT MPEAbIIYIINX;

— TI0JIb30BATEJIb HE UMEET IIpaBa COOOIATh JIMUYHBIN MapOJIh APYTUM JIUIAM.

Brnanenbupl mapojied  JAOMKHBI  ObITh  O3HAKOMJIGHBI MOJI  POCIHCH €
MEePEUYNCICHHBIMU BBINIE TPEOOBAHUSAMH W TPEAYNPEkKACHH 00 OTBETCTBEHHOCTH 3a
WCIIOJIb30BAaHUE TApOJIe, HE COOTBETCTBYIOIIMX JaHHBIM TPEeOOBaHUSAM, a TAKXKE 3a
pasriamieHue napoibHON nHMOPMAITUH.

8.4. B cnyyae BO3HUKHOBEHHS HEINTAaTHBIX CHUTyallud, (opc-MaKOpHBIX
00CTOSITEILCTB M T.MI. TEXHOJOTHYECKOM HEOOXOJAMMOCTH WCIOJb30BAHUS HMEH U
napoJieil COTPYAHUKOB (MCIIOJHUTENECH) B X OTCYTCTBHE, COTPYJIHUKH OOS3aHBI Cpa3y
K€ TOCJIE CMEHbl CBOMX Mapojied MX HOBbIE 3HAuCHHUS (BMECT€ C HMMEHAMH
COOTBETCTBYIOIIMX YYETHBIX 3alUceii) B 3aleyaTaHHOM KOHBEpPTE WJIM OleYaTaHHOM
neHaje TMepeaaBaTh Ha XpaHEHHE PYKOBOJUTENIO CTPYKTYPHOIO TOJpa3JeieHUs.
3anedaTtaHHble KOHBEPTHI (MI€HANbI) C MapOJIIMU MCHOJHUTENEH HOJKHBI XPAHUTHCS B
HEJOCTYITHOM MECTE Y PYKOBOJIUTENSI CTPYKTYPHOTO MOAPa3CICHHUS.



8.5. [Ilonnas myjaHoOBasi CMEHa MapoJiel MoJb30BaTeNed JOJKHA MPOBOIUTHCS
pPETYJISIPHO, HE PEKE OJIHOrO pa3a B TeueHue 360 nHeil.

8.6. BnemanoBas cMeHa JMYHOrO MApoOJisd WIM YAAJCHUE YYETHOM 3amucu
nonb3oBatenss WCII[H B cioydae mpekpalieHus €ro IMOJHOMOYHMH (yBOJIbHEHHE,
nepexo] Ha Jpyryr paboTy BHYTpPH 0Opa30BaTEebHOW OpraHM3aluu T.I.) JOJDKHA
POU3BOJUTHCS  AJMUHUCTPATOPOM  0€30MacHOCTH (MO0 HOBBIM — MOCTOSIHHBIM
MOJIb30BaTEIeM) HEMEJICHHO IMOCJIe OKOHYaHMS MOCIEAHEro ceaHca padOoThl JaHHOTO
MOJI30BATENS C CHCTEMOM HAa OCHOBAHWMHM YKa3aHUS HaYaJIbHUKA OT/IETA.

8.7. BuemmanoBas moJHAs CMEHa TMapojied BCEX TOJIb30BATENICH JOJDKHA
MPOU3BOJIUTHCSL B CiIydae MPEKpalleHUs MOJHOMOYMN (yBOJIbHEHUE, MEpexXoj Ha
ApYTyl0 paboTy BHYTPH OOpa30BaTENbHOW OpraHHU3allMi U Jpyrue oOCTOSITENHCTBA)
aAMUHUCTpaTopa 0€30MMaCHOCTH.

8.8. B ciywae kommpomeranuu JU4YHOTO mapoisi mnonb3oBatens WCIIx
JOJKHBI OBITh HEMEJJICHHO MPEIIPUHATHI MEPbl [0 BOCCTAHOBJICHHUIO IapOJIbHON
3aIIUTHI.

8.9. KounTtposb nelicTBuil mojp3oBaresneit mpu padoTe ¢ mapoasiMu, COOTI0IEHUE
MOPSiAKA MX CMEHBI, XpPaHEHUsS M HCIOJb30BaHUSA BO3JIAaraeTcsd Ha aJIMHUHHCTpaTopa
0€30IMacCHOCTH.

Q. IIpaBuia 00HOBJICHUA 0011eCHCTEMHOI0 U NPUKJIATHOTO
MPOrpPaMMHOI0 odecneyeHmsi, TeXHu4eckoro oocay:xkusanusa UCILIx

9.1. Hacrosamme mpaBWia perjaMeHTHPYIOT obecriedeHne O0e30MacHOCTH
uHpOpMaMu NpU TPOBEACHUH OOHOBICHHH, MOJAM(PHUKALUM OOIIECHUCTEMHOIO U
MPUKIAAHOTO TPOrPAMMHOIO OOECMEYEHUsl, TEXHUYECKOro OOCTY>KMBaHUS W MpHU
BO3HMKHOBEHUHU HEWITATHBIX cuTyauuii B pabore UCII/H.

9.2. Bce usMmeHeHus KOHQUTYypaluid TEXHUYECKUX M TMPOTPAMMHBIX CPEICTB
NCIIJH AoKHBI NPOU3BOAUTHCA TOJIBKO HAa OCHOBAaHUU 3asBOK OTBETCTBEHHOTO 3a
aKcrTyaTanuto konkpetnoro MCITH.

9.3. [IlIpaBo BHeceHHUs W3MEHEHUH B KOH(QUTYpALUIO anmapaTHO-MPOTPAMMHBIX
cpeactB 3amuiieHHbix MCITAH npenocTaBisieTcss B OTHOIIEHUM CHUCTEMHBIX U
MPUKIIAAHBIX TPOTPAMMHBIX CPEJICTB — JIMUHUCTPATOPY OE30MaCHOCTH;

9.4. W3menenue koH(purypanuu amrmapaTHo-niporpaMMubix cpeacts MCII/x
KeM-IM00, KpOME€  BBIIICMEPEUUCICHHBIX  YIOJHOMOYEHHBIX  COTPYAHUKOB W
MOJIPA3ICIIEHNM, 3AIPEIICHO.

9.5. Ilpomenaypa BHeceHUS W3MEHEHUW B KOH(MUIypalMi0 CUCTEMHBIX U
puKIaaHbIX nporpamMHubix cpencts MCII/IH nHumupyercs 3aaBKOM OTBETCTBEHHOTO
3a skcruryarauuto UCIT/IH.

9.6. B 3asBKe MOTYT yKa3bIBaThCS CJICIYIONINE BUIbI HEOOXOIUMBIX U3MEHEHUN
B COCTaBE ammapaTHbIX U nporpamMMubix cpeactB UCIIx:

— ycTaHOBKa (pa3BepThIBaHWE) HA KOMIIBIOTEP(BI) MPOTPAMMHBIX CPEJICTB,
HEOOXOAMMBIX IS peHICHUs OmpeneieHHOW 3amgaun (mo00aBJIeHHE BO3MOKHOCTH
peleHus 1anHou 3aaaun B janHo MCII/IH;

— o0OnoBieHne (3amMeHa) Ha KoOMIbIoTepe(ax) MPOTPaMMHBIX CPEICTB,
HEOOXOJMMBIX IS  PEHICHUS  ONpeAeTeHHOW 3amaun  (OOHOBJIEHHE  BEpCHUi
HCIIOJB3YEMBIX ISl PEIICHUS] ONPEICICHHOM 3a]a4l IporpamMM);

— yJaJleHHE C KOMIIBIOTEpa MPOTrPaMMHBIX CPEACTB, MCIOIb30BABLUIUXCS IS
pEelIeHus orpeiesieHHON 3a1aun (MCKII0UEeHUE BO3MOKHOCTH PEIlIeHUs JaHHOU 3a7a4u
Ha JJAHHOM KOMIIBIOTEPE).



9.7. Taxxke B 3asBKe yKa3biBaeTcsi ycioBHoe HamMmeHoBanue WCIIJIH.
HanmeHnoBaHMs 3amad yKa3bIBalOTCS B COOTBETCTBHHM C TMIEPEYHEM 3a/ady apXuBa
TUCTpUOYTUBOB YCTAHOBJIEHHOTO MPOTPAMMHOIO OOECHeYeHUsl, KOTOpbIe MOKHO
pelaTh ¢ UCMOJIb30BaHUEM YKa3aHHOTO KOMITBIOTEPA.

9.8. 3asBky orBercTBeHHOrO 3a 3Kciutyaranuio UCIIJIH, B koTopoi Tpebyercs
NPOU3BECTH M3MEHEHUs KOH(Urypauuu, paccMarpuBaer pykoBoautens UT
MO/ApA3/IECNICHUsl, BHU3UPYET €€, YTBEp)KJas TEM CaMblM IPOHU3BOACTBEHHYIO
HE0OXOAMMOCTb NMPOBEACHUS YKa3aHHBIX B 3aBKE U3MEHEHUM.

[Tocme wdero 3asBKa mepemaeTcsl aIMUHUCTpAaTOpy O€30MacHOCTH  AJis
HEIOCPEJICTBEHHOIO0 HMCIOJHEHUsI padOT MO BHECEHUI0 M3MEHEHHU B KOH(DUIypaLHIO
KOMITbIOTEPA, YKa3aHHOro B 3asaBke UCII/IH.

9.9. TIlomroroBka  oOHOBIEHUS, MoAU(UKAIMK  OOMIECUCTEMHOTO U
npukiaaHoro mnporpammHoro obOecneuenuss WCII[IH TectupoBaHuE, CTEHIOBbHIE
UCHBbITaHUs (TP HEOOXOAMMOCTH) U Iepeaada MCXOJIHBIX TEKCTOB, JOKYMEHTAIUH U
JUCTPUOYTUBHBIX HOCHUTEJEH MporpaMm B apXUB AUCTPUOYTHBOB YCTaHOBJIEHHOTO
IPOrPaMMHOT0 00€CIeYeHHsl, BHECEHUE HEOOXOIMMBIX M3MEHEHHM B HACTPOMKHU
cpencts 3amuThl oT HCJ] 1 cpeacTB KOHTPOJIA LIENOCTHOCTH (paillioB Ha KOMITbIOTEpaX,
(oOHOBNIEHHE) M YyJNaJeHHE CHUCTEMHBIX M TPUKIAIHBIX IPOrPaMMHBIX CPEACTB
MPOU3BOJUTCS aIMUHUCTPATOPOM 0€30I1aCHOCTH.

9.10. YcranoBka wim obHoBIeHHEe ToacucteM VCIIJIH TOKHBI IPOBOAUTRCS B
CTPOIOM COOTBETCTBHUM C TEXHOJIOTMEM NPOBEACHUS MOAM(PUKALMA TPOrpaMMHBIX
KOMILJIEKCOB JTAHHBIX MOJICHCTEM.

9.11. YcranoBka u obOHoBiaeHue IIO (cucremMHOrO, TECTOBOTO M T.II.) Ha
KOMITBIOTEPAX  NPOU3ZBOJMUTCS  TOJBKO  C  OPUTMHAIBHBIX  JIMLEH3UOHHBIX
TUCTPUOYTUBHBIX HOCUTENEH (IAMCKET, KOMIAKT JMCKOB MW T.I.), MOJXYYEHHBIX
YCTAaHOBJICHHBIM MNOPAAKOM, NpHUKIagHoro [I0 — ¢ 3TaloHHBIX KOMU HpOrpaMMHBIX
CPEICTB, MOJYYEHHBIX W3 apXWBa JUCTPUOYTUBOB YCTAHOBJIEHHOTO MPOTrPaMMHOIO
o0ecrneveHus.

9.12. Bce poOaBnsieMble MPOTrpaMMHBIE M amnmapaTHble KOMIIOHEHTHI JTOJKHBI
OBITh MPEIBAPUTEIILHO YCTAHOBJICHHBIM MOPSAIKOM MIPOBEPEHBI HA pab0TOCTIOCOOHOCTb,
a TaK)Ke OTCYTCTBHUE OIMACHBIX (PYHKITHI.

9.13. Tlocne ycranoBku (oOHOBiIeHus) [1O, agmuuucTpatop O€30MacHOCTH
JOJDKEH TMPOM3BECTU TpeOyemble HACTPOHMKHU CpPEICTB YIPABICHUS JIOCTYIIOM K
KOMITOHEHTaM KOMIIbIOTEpa U MpOBEepUTh padborocrnocodHocTh [1O 1 mpaBUIBHOCTD UX
HAaCTPOWKHU U MPOU3BECTH COOTBETCTBYIOUIYIO 3amHCh B «KypHane ydyera HEITaTHBIX
cutyauuit B WCII/[IH, BbImOdHEHUs NOpOPUIAKTHYECKUX padOT, YCTAHOBKU W
MOAU(PUKALIMY POTPAMMHBIX CpeacTB Ha KoMibioTepax MCIT n».

9.14. ®opmar 3amucerr «Kypnana yuéra HewmTaTHbix cutyanuit MWCII/H,
BBITIOJIHEHUS TTPOQPIIAKTUIECKUX PaOO0T, YCTAHOBKH W MOJIU(DHUKAIMN TPOTPAMMHBIX
cpeactB Ha kommbtoTepax WCII[IH» ycTaHaBnvBaeTcsi NPUKA30M PYKOBOJIUTENS
00pa3oBaTeILHON OpraHU3alliH.

9.15. Ilpy BO3HMKHOBEHHM CHUTyalluii, TpeOYIOIMUX NEepesaud TEeXHUYECKUX
CPEICTB B CEPBUCHBII LEHTP C LEIbI0 PEMOHTA, OTBETCTBEHHBIN 3a €€ 3KCIUTyaTalUIo
JOKJIaJibIBa€T 00 3TOM OTBETCTBEHHOMY 3a 3aluTy MH(popmauuu. B gaHHOM ciydae
aMUHUCTpATOp Oe30macHOCTH 00s3aH MPENNPHUHITH HEOOXOAMMBIE MEphl Jis
3aTHpaHus 3aluinaeMol MHGOpMaIMK, KOTopas XpaHWJIAch Ha JUCKaX KOMIIbIOTEpa.
OpuruHasl 3asBOK (JIOKYMEHTOB), HA OCHOBAHHH KOTOPBIX MPOU3BOAMINCH U3MEHEHHUS
B COCTaBE MPOrPAMMHBIX CPEIACTB KOMIBIOTEPOB C OTMETKAMHU O BHECEHUU U3MEHEHUN
B COCTaB IPOTPaMMHBIX CPEICTB, JOJDKHBI XPAHUTBCS BMECTE C TEXHUYECKHUM



nacnoptom Ha WCIIJn u <« Kypnanom ydera HemtatHbiXx cutyauuit MCIIIH,
BBINIOJIHEHUS TPO(PHUIAKTHYECKUX PabOT, YCTAHOBKM M MOJIU(DUKAIMU MPOrPAMMHBIX
cpenctB Ha kommnbioTepax UCIIH» y OTBETCTBEHHOTO 3a 3alIUTy UH()OpPMALIUU.

9.16. Komnuu 3asBOK MOTYT XPaHUTHCS Y aIMUHUCTpATOpa O€30aCHOCTH:

— s BocctanoBlieHust koHduryparuu UCII/In mocne aBapuif;

— UL KOHTPOJIs npaBomMepHOCTH ycTaHoBKH Ha MCII/IH cpenctB s penieHus
COOTBETCTBYIOIINX 33J1a4 MPpU pa300pe KOHMINKTHBIX CUTYaIINH;

— I MPOBEPKH NPABWIBHOCTA YCTAHOBKM WM HACTPOWMKHU CPEJICTB 3aLUTHI
NCII/H.

9.17. ®akT yHWYTOXKEHUS JaHHBIX, HAXOAWBIIMXCS Ha OUCKE KOMITBIOTEPA,
oopmiisieTcss aKTOM 3a MOAMNKHCHIO aJIMUHUCTpAaTOpa OE30MACHOCTH U COTPYIHHUKA
OTBETCTBEHHOTO 3a 3KcIutyatanuto qanHo MCII/H.

9.18. C uenbio coOM0ACHMS IPUHIIUIIA TIEPCOHATBHON OTBETCTBEHHOCTH 32 CBOU
JEUCTBUA KaXJIOMY COTPYIHUKY, JONYIIEHHOMY K paboTe Ha KOMIIbIOTepax
koHkpetHor MCII/IH, MOmKHO OBITH COMOCTAaBICHO MEPCOHATBLHOE YHUKAIBHOE HMS
(yueTHasi 3amuCh TIOJIB30BATENs), IOJ KOTOPHIM OH OYIET pPEerucTpupoBaThCs, U
paboTaTh Ha JAHHOM KOMIIBIOTEpE.

9.19. Ucnonws3oBaHMEe HECKONbLKUMHU coTpyaHukamu npu padore B MCII/IH
OJIHOTO M TOTO K€ UMEHH I0JIh30BaTENS («TPYIIIOBOTO UMEHW) 3aIPEILECHO.

10. TIpaBuiia perucTpainuu moJib3oBareseii

10.1. IIpouemypa peructparuu (Co3maHus YYETHOW 3alHMCH) TOJIL30BATENS |
NpeAoCTaBleHuss eMy (WM W3MEHEeHHs ero) mnpaB noctyna Kk pecypcam HCIIx
VHULIMUPYETCST 3asBKOM OTBETCTBEHHOTO 3a dkcruryaranuioo aanHon UMCII/Ia. dopma
3asiBKM MPUBEJICHA HUXKE.

B 3asBke yka3biBaercs:

— CcoIep)KaHME  3alpaliMBaeMblX  M3MEHEHHM  (perucrpauus  HOBOTO
nonb3oBatenss VMCII/[IH, ynaneHne y4eTHOW 3amucy TOJIb30BaTeNsA, PACIIMPEHUE WU
Cy’)KEHHME TOJHOMOYMH W mpaB jgoctynma kK pecypcam WCII[H  panee
3apEruCTPUPOBAHHOIO NOJIB30BATENIA);

—  JIOJDKHOCTH (C MOJHBIM HaMMEHOBAHHUEM OTAeNa), haMuius, UMsI U1 OTYECTBO
COTPYJHUKA;

— WM T0JIb30BaTeNsd (YYeTHOM 3aMKiCH) JAHHOTO COTPY/IHUKA;

— TOJHOMOYHS, KOTOPBIX HEOOXOJUMO JIMIIUTH MOJB30BATENS WU KOTOpbIE
HEOOXOIMMO J100aBUTH MOJIb30BATENO (IMyTeM YKa3aHUsl peliaeMbIX I0JIb30BaTelIeM
3aga4d B UCITIH).

10.2. 3asBky paccMaTpuBaeT pyKOBOJUTEIb, BUSHPYS €€, YTBEPKAasi TEM CaMbIM
MIPOU3BOJICTBEHHYI0O HEOOXOJUMOCTh JIOMyCKa (M3MEHEHHsSI TpaB JOCTYIA) JaHHOTO
COTPYIHHMKA K HEOOXOIMUMBIM JUIsl PEIICHUS] UM YKa3aHHBIX B 3asBKE 3a7a4 pecypcam
NCTIIa. 3aTeM moAmuchIBaeT 3aJaHUE aJIMHUHHCTPATOPY OE30MaCHOCTH Ha BHECCHUE
HEOOXOJUMBIX W3MEHEHUN B CIIMCKU I0JIb30BATENICH COOTBETCTBYIOLIUX IOJCUCTEM
NCITIH.

10.3. Ha ocHoBanuu 3agaHusi, B COOTBETCTBUHU C JOKYMEHTallMeil Ha CpelCcTBa
3alUTBl  OT HECAHKUMOHMPOBAHHOIO JIOCTyNa, aJAMHHHUCTpPATOp O€30MacHOCTH
MPOU3BOJUT HEOOXOAMMBIE OINEpaluyd MO CO3JaHUI0 (YJAJICHHIO) YYETHOW 3amucu
M0JIb30BATENsI, MPUCBOCHUID €My HAYaJIbHOIO 3HAYEHHUS Napojisi (BO3MOXKHO TaKxkKe
pPErHCTpallMI0 TMEePCOHATIBHOTO HACHTU(PUKATOPA), 3asBICHHBIX NpaB JOCTyHa K
pecypcam UCII/IH u apyrue HeoOXoauMble 1€HCTBUS, yKa3aHHbIE B 3aJaHuu. [l Beex



M0JIb30BATENICH JOJKEH OBbITh YCTAHOBJIEH PEXUM MPUHYIUTEIBHOTO 3alpOoca CMEHBI
napoJisi He peke OJIHOTO pa3a B TeueHue 360 nHeil.

10.4. Tlocne BHeceHUsI W3MEHEHUW B CIHUCKU IOJIb30BaTEIEH aIMUHUCTPATOP
0€30MacHOCTH JOJIKEH O0ECHeYUTh HACTPOMKU CPENCTB 3aIlUThI, COOTBETCTBYIOIIUE
TpeboBanusM 6e3onacHocTH, yKkazanHo MCII/IH. Ilo okoHyaHun BHECEHUS U3MEHEHUN
B CIMCKHM IIOJIb30BaTEIEH B 3asBKE JEJNACTCS OTMETKA O BBINIOJHECHUM 3aJaHus 3a
MOAMKCHIO UCTIOJTHUTENIST — AIMUHUCTPATOP O€30MaCHOCTH.

10.5. CotpyaHuky, 3aperucTpupOBaHHOMY B KadeCTBE HOBOTO IOJIb30BATENS
NCTI/IH, coobmiaeTcst UMsi COOTBETCTBYIOIIETO €My MOJIb30BaTENS U MOKET BbIIaBaThCsA
MePCOHANbHBIN HaeHTUu(GUKaTOp (711 paboThl B peKUME YCHICHHOW ayTCHTU(DUKAIINN)
¥ HavyaibHOe(ble) 3HaueHue(us) mapossi(eit), koTopoe(ble) OH 00sf3aH CMEHUTH TPHU
MIEPBOM K€ BXOJIE€ B CUCTEMY.

10.6. McnonHeHHsle 3asBKa U 3a7aHue (3a TMOAMUCHIO aJMUHHCTpATOpa
0€30MacHOCTH) NIEPEIA0TCS PYKOBOJUTEINIO HA XpaHEHUE.

OHU MOTYT BIOCJEACTBUU UCTOJIb30BATHCS:

— JIJIs1 BOCCTAHOBJICHHUS MOJITHOMOYM TTosib30BaTesien nocie apapuit UCII/IH;

— JJISL KOHTPOJISI TPABOMEPHOCTH HAJIMYUS Y KOHKPETHOTO IMOJIB30BaTENS MPaB
noctyna kK TeM uiu uHeiM pecypcam MCIIIH npu pazdope KOHPIUKTHBIX CUTYAIIH;

— JUISI TPOBEPKUA COTPYIHUKAMH KOHTPOJMPYIOIIUX OPraHOB IPABUIBHOCTH
HAaCTPOMKH CPEJICTB pasrpaHudeHus qocryna K pecypcam UCIIH.

11. TIlopsAaoK KOHTPOJISI COOJIIOICHHUS YCJIOBHH HCIOJIb30BAHHUA CPEACTB
3alMTHI HHPOPMALIMHU, B TOM YHCJe KPUNTOrpaduyeckux

11.1. Hannsiii pa3gen [lonoxenus onpenensieT NopsaoK KOHTPOJIS COOIOICHUS
YCIIOBHM MCTIOJB30BAHUS CPEACTB 3alnThl HHpopMauuu (ganee — C3N).

11.2. TexHuueckue CpeACTBa 3aIUThl HMHQPOPMAIUN  SBIISIIOTCS  BaXXHBIM
kommnoHeHnTom Ob I1/IH.

11.3. Tlopsimox pabdothl ¢ Texuuueckumu C3U ompenenieH B COOTBETCTBYIOIIUX
PYKOBOJICTBaX IO HacTpoiike U ucnonb3zoBaHuio C3M 00s13aTeNbHBIX ISl UCIIOJIHEHUS,
KaK COTPYJIHUKaMH, 0OpabaThIBaIOIIMMHU KOH(PHUACHIMAIBbHYI0O HHGOPMAINIO, TaK U
aamuHUcTparopom Oe3zonacuoctu UCII/IH.

11.4. TIpaBo mpoBEpKHU COOJIOICHUS YCIOBUN MCIOIB30BAHUS CPEJICTB 3aIUTHI
MH(}OpMaALIUU UMEIOT:

— JIUPEKTOD;
— OTBETCTBEHHBIH 3a 3alIUTY HHPOPMAIIH;
— aJMUHHUCTpATOp 0€30MaCHOCTH.

11.5. TlomwzoBaremnto MUCIIJ/IH kaTeropuuecku 3anmpeniacTcs:

— 00pabatkIBaTh KOH(PHUICHIHATBHYIO HH(pOpMaIuio ¢ oTKItoueHHbIMU C3U;
— MeHATh HacTpoiiku C3U.

11.6. Aamunuctpatopy 0€30MacHOCTH  3allperiaeTcsi MEHATh  HACTPOWKH
nporpammHo-anmapatibix C3W  mpegycTaHOBIEHHBIE CHEIUATUCTOM OpTraHU3aINH,
UMEIOLIEH JUIIEH3UIO Ha JIEATENbHOCTh MO TEXHUYECKOW 3amure uHpopmanuu, 0e3
COIJIaCOBaHMS C 3TOM OpraHU3alueH.

11.7. Ecntu B Xo4e MEPUOJAMYECKHUX, IIJIAHOBBIX WM BHE3AIHBIX IPOBEPOK
UCTI/n BrisiBieHo Hapymienue Tpeboanus m. 10.5. To Bctymaer B cuny 1.a. 4.6., 4.7.
nanHoro Ilonoxxenus.

11.8. Kpunrtorpadguyeckue  cpeiacTtBa  3amuThl  UHGOPMALUM  JOJDKHBI
UCIIOJI30BAThCSl B COOTBETCTBUM C TEXHUUECKOM M IKCILTYyaTallMOHHON JOKYMEHTAaI1el
Ha HUX, & TAK’K€ B COOTBETCTBUU C MPABWIIAMHU MOJIb30BAHUS UMH.



12. Tlopsaaok oXpaHbI U JOMYCKA MOCTOPOHHUX JIMI B Mpeae/ibl IPAHUIIbI
KOHTPOJIMPYEMOM 30HbI

12.1. Hacrosimiee IlosmoskeHure ycTaHaBIIMBAaeT MOPSAIOK OXpaHbl (CIayu MOA
oxpany) nomenienuit ICI1/In BHyTpu rpaHuIbl KOHTPOJIUPYEMOU 30HBI.

12.2. BckpbiTie W 3aKpbITHUE TIOMEIIEHWA OCYIIECTBISIETCS COTPYJIHUKAMHU,
pabOTaOIIUMHK B TAHHBIX IOMEIICHUSX.

12.3. Tlpu OTCYTCTBHM COTPYAHUKOB, OTBETCTBEHHBIX 3a BCKPBITHE (CHady IO
OXpaHy) TIOMEIICHUM, [aHHbIE TIOMEIICHUS MOTYT OBITh BCKPBITBI KOMHUCCHUEH,
CO3/IAaHHOM HAa OCHOBAaHHMH IIPUKA3a, O YEM COCTABIISIETCA AKT.

12.4. Tlpu 3akpeITUM TIOMEUICHUM W cHadeil WX TMOA OXpaHy COTPYIHHUKH,
OTBETCTBEHHBIE 33 MOMENICHUS MPOBEPSIOT 3aKPBITUE OKOH, BBIKIIFOYAIOT OCBEILCHUE,
OBbITOBbIE MPUOOPBI, OPITEXHUKY W MPOBEPSIOT MPOTUBOIMONKAPHOE COCTOSIHUE
MOMEIICHUS, a JOKYMEHThl W HOCUTENM HWH(OpMaIMU, HAa KOTOPBIX COJIEPKHUTCS
KoH(uaeHIManbHasg nHpopMalus, yOUparoTcs JJisi XpaHEHUsI B OleYaThIBaeMblil ceiid
(MeTamuaeckuit mkad).

12.5. B coorBercTBUM ¢ TpeOoBaHUsIMH AaHHOTO IlonokeHus mpu 0OpaboTKe
samuimaemoit uapopmanuu B UCIIH HCKIIOYUTH HEKOHTPOIUpPYyEeMOE MNpeObIBaHUE
IMOCTOPOHHMX JIMII B Ipeenax rpanul KoHTpoaupyemoil 30ub1 UCII/IH, onpeneneHHbix
COOTBETCTBYIOIIUM MPUKAZOM.

13. Tlopsaok cTUpaHusi 3amMiuaeMoii uHpoOpMAUMHM W YHHYTOKEHUS
HOCHTe el 3aiunaeMoi uHgopmauuu

13.1. B o6s3aTenbHOM TOPSAKE YHUUTOXKCHHIO TOJJIekKAT TMOBPEKIAEHHBIC,
BBIBOJMMBIE M3 JKCIUTyaTalldd HOCUTENH, COJAEpKalllMe 3allvIlaeMyro UHGOpMAIHIO,
HCIIOJIb30BAaHUE KOTOPBIX HE Mpearosiaraerca B JanbHeimeM. CTHpaHUIO IOJJIEKaT
HOCHUTEJIM, COJEprKalllie 3allUIacMyt0 HH(POpPMAIUIO, KOTOpbIE BBIBOJSITCS U3
skcruryatanuu B coctaBe MCII/IH. He nomyckaeTcsi ctupaHyie HEMCIIPAaBHBIX HOCUTEIIEH
U Iepejada MX B CEPBUCHBIM LEHTpP Ul peMOHTAa. TakWe HOCHTENN JIOJKHBI
YHUUTOXATHCSA B COOTBETCTBUHU C HACTOSIILIAM IOPSIAKOM.

13.2. Ctupanue J0JIKHO MPOU3BOIUTHCS 110 TEXHOJIOTUHU, TTPETYCMOTPEHHON IS
JAHHOTO  TWUIA HOCHUTENs, C MPUMEHEHHEM CEepTUPUIUPOBAHHBIX  CPENICTB
rapaHTUPOBAHHOTO  YHUYTOXKEHHUsSI MH(OpManuu  (JOMycKaeTcss  3aJeiCTBOBAThH
MEXaHU3Mbl 3aTUPAHMS, BCTPOCHHBIE B CEPTUMUIMPOBAHHBIE CPEACTBA 3alUTHI
uHpopmanun).

13.3. YHUYTOXKEHUE HOCUTENEeH MPOU3BOJUTCA IyTEM HAHECEHUS UM
HEYCTPAaHUMOIr0 (PU3UYECKOr0 TMOBPEXKICHUS, HCKIIOYAIOIIET0 BO3MOXHOCTh HX
MCIIOJIb30BaHUs, a TaKK€ BOCCTAHOBJICHHS MH(poOpMaIuu (Tiepe]l YHUUTOKEHUEM, €CITU
HOCHUTEJb HCIPABEH, JOJDKHO OBITh MPOU3BEACHO TapaHTUPOBAHUE CTUPAHHE
uHpopManmuu Ha Hocutene). HemocpencTBeHHble ACMCTBHS 1O  YHHUUYTOXKEHHUIO
KOHKPETHOIO THUIMA HOCUTENS JOJDKHBI OBITh JIOCTAaTOYHBI JUIS  MCKJIIOYEHHUS
BO3MO>KHOCTH BOCCTAHOBJICHUSI HH(GOPMAIUH.

13.4. bymaxusle W  TpoYHME  CropaeMble  HOCHTENW  (KOHBEPTHI  C
HEHUCTOJIb3yeMbIMU 00Jiee MapOoJIIMU) YHUUTOXKAIOT IyTEM CXKUTAHUSI UM C TIOMOILBIO
MOOBIX OyMarope3aTeIbHbIX MAIIHH.

13.5. Tlo ¢akTy yHUUTOXKEHUS WJIM CTUPAHUS HOCUTENICH COCTABISETCS aKT, B
KypHajax ydera JIeJatoTcs COOTBETCTBYIONINE 3aMUCH.



13.6. Ilpouenypbl CTUpaHHs U YHUYTOXEHHUS OCYLIECTBISIOTCS KOMHCCHEH, B
KOTOPYIO BXOJST: OTBETCTBEHHBIM 3a skcruyatauuto WMCIIJIH, oTBETCTBEHHBIM 3a
3amuTy “HGOPMALIMK, aIMUHUCTPATOP OE30MaCHOCTH.

14. 3akaounTebHbIE NMOJIOKEHUS

14.1. TpebGoBanuss  Hactosimiero IlomoxkeHuss  oOsi3aTeNbHBI  JUISI  BCEX
COTPYIHHKOB 00padaThIBaIOMUX KOH(GUIACHIIMAIBHYIO WHMOpMaIio (IIepCOHATbHbBIE
JTAHHBIE).

14.2. Hapymenue tpeboBanuii Hacrosimero I[lomoskenus BiedeT 3a cobOoi
JTUCHUIUIMHAPHYIO0, TPaKIaHCKO-TIPaBOBYIO, AaJAMUHUCTPATUBHYIO WJIH YTrOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHUHM C 3aKOHOJATEIbCTBOM Poccuiickoit deaepann.



